IOWA STATE UNIVERSITY

Digital Repository

Iowa State University Capstones, Theses and

Retrospective Theses and Dissertations . .
Dissertations

1991

Detection and classification of frequency-hopped
spread spectrum signals

James Eric Dunn
Towa State University

Follow this and additional works at: https://lib.dr.iastate.edu/rtd
b Part of the Electrical and Flectronics Commons

Recommended Citation

Dunn, James Eric, "Detection and classification of frequency-hopped spread spectrum signals " (1991). Retrospective Theses and
Dissertations. 10027.
https://lib.dr.iastate.edu/rtd /10027

This Dissertation is brought to you for free and open access by the Iowa State University Capstones, Theses and Dissertations at lowa State University
Digital Repository. It has been accepted for inclusion in Retrospective Theses and Dissertations by an authorized administrator of Iowa State University

Digital Repository. For more information, please contact digirep@iastate.edu.

www.manharaa.com



http://lib.dr.iastate.edu/?utm_source=lib.dr.iastate.edu%2Frtd%2F10027&utm_medium=PDF&utm_campaign=PDFCoverPages
http://lib.dr.iastate.edu/?utm_source=lib.dr.iastate.edu%2Frtd%2F10027&utm_medium=PDF&utm_campaign=PDFCoverPages
https://lib.dr.iastate.edu/rtd?utm_source=lib.dr.iastate.edu%2Frtd%2F10027&utm_medium=PDF&utm_campaign=PDFCoverPages
https://lib.dr.iastate.edu/theses?utm_source=lib.dr.iastate.edu%2Frtd%2F10027&utm_medium=PDF&utm_campaign=PDFCoverPages
https://lib.dr.iastate.edu/theses?utm_source=lib.dr.iastate.edu%2Frtd%2F10027&utm_medium=PDF&utm_campaign=PDFCoverPages
https://lib.dr.iastate.edu/rtd?utm_source=lib.dr.iastate.edu%2Frtd%2F10027&utm_medium=PDF&utm_campaign=PDFCoverPages
http://network.bepress.com/hgg/discipline/270?utm_source=lib.dr.iastate.edu%2Frtd%2F10027&utm_medium=PDF&utm_campaign=PDFCoverPages
https://lib.dr.iastate.edu/rtd/10027?utm_source=lib.dr.iastate.edu%2Frtd%2F10027&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:digirep@iastate.edu

INFORMATION TO USERS

This manuscript has been reproduced from the microfilm master. UMI
films the text directly from the original or copy submitted. Thus, some
thesis and dissertation copies are in typewriter face, while others may
be from any type of computer printer.

The quality of this reproduction is dependent upon the quality of the
copy submitted. Broken or indistinct print, colored or poor quality
illustrations and photographs, print bleedthrough, substandard margins,
and improper alignment can adversely affect reproduction.

In the unlikely event that the author did not send UMI a complete
manuscript and there are missing pages, these will be noted. Also, if
unauthorized copyright material had to be removed, a note will indicate
the deletion.

Oversize materials (e.g., maps, drawings, charts) are reproduced by
sectioning the original, beginning at the upper left-hand corner and
continuing from left to right in equal sections with small overlaps. Each
original is also photographed in one exposure and is included in
reduced form at the back of the book.

Photographs included in the original manuscript have been reproduced
xerographically in this copy. Higher quality 6" x 9" black and white
photographic prints are available for any photographs or illustrations
appearing in this copy for an additional charge. Contact UMI directly
to order.

UMI
University Microfilms International
A Bell & Howell Information Company

300 North Zeeb Road, Ann Arbor, Ml 48106-1346 USA
313/761-4700 800/521-0600






Order Number 9202348

Detection and classification of frequency-hopped spread
spectrum signals

Dunn, James Eric, Ph.D.

TIowa State University, 1991

U-M-1

300 N. Zeeb Rd.
Ann Arbor, MI 48106






Detection and classification of frequency-

hopped spread spectrum signals
by
James Eric Dunn

A Dissertation Submitted to the
Graduate Faculty in Partial Fulfillment of the
Requirements for the Degree of
DOCTOR OF PHILOSOPHY
Department: Electrical Engineering and

Computer Engineering
Major: Electrical Engineering

Approved: Members of the Committee:

Signature was redacted for privacy.

Signature was redacted for privacy.

Signature was redacted for privacy.
In Zharge of Major Work

Signature was redacted for privacy.
For the Hajor Department

Signature was redacted for privacy.

For theé Graduate College

Iowa State University
Ames, Iowa

1991

Copyright © James Eric Dunn, 1991. All Rights Reserved



ii

I. INTRODUCTION . . . . &« o o ¢ o o o s o o o o o s o o

II. DEFINITIONS AND TERMINOLOGY . . . . . « « ¢ « « &« & o

III. THEORETICAL BASIS FOR HYPOTHESIS TESTS e e o o o
A. States of Nature, Data and Data Distributions
B. Loss, Risk, and Bayes Risk . . . . . . . . .
C. Size and Power of a Hypothesis Test .
D. Neyman-Pearson Decision Criterion . .
E. Useful statistical Relationships . .

IV. EMISSION DETECTION . . . « « ¢ « &
A. Wideband Radiometer . . . . . .
B. Channelized Receiver . . . . .
C. Digital Channelized Receiver .

e e o o
s e e o
e o o o
e o e o
[ ] L] [ ] .
e e o ®
a o o »
e 8 o o
o e o @

V. EMISSION CLASSIFICATION ALGORITHM . . . . .« « ¢ +« « =
A. Signal Environment and Terminology . . . . . . .
B. Maximum Likelihood Emission Classification . . .
C. Classification Using Emission Frequency . . . . .
1. Emission classification with known hopping
SPANS . « . s ¢ e e e s s 4 s s e o e e
2. Emission classification using order
statistics . . ¢« ¢ ¢« ¢ ¢ ¢ 4 e e 4 e e s e

VI. EPOCH EMISSION CLASSIFICATION e o o o o o
A. Two-Emission Classification Algorithm . . .
B. Single Feature Emission Classification .
C. Epoch Emission Classification Algorithm .
D. Two Emission, Multiple Feature Epoch
Classification . . . . . ¢« + ¢« ¢« ¢« ¢ & ¢« &+ « .
E. Multi-Emission and Feature Epoch Classification .
F. Multiple-Emission, Multiple-Feature Simulation

VII. CONCLUSBIONS . . . .« . ¢ ¢ o o o o o s o o o s o =

VIII. BIBLIOGRAPHY . . . . ¢ + ¢ ¢ o o ¢ o o o o o o =

Ix L ] GLOSSARY OF SYMBOLS . L . . L] . L] LJ LJ L L] L] - L . .

X. APPENDIX A: DETECT.FOR . . « .« « ¢ ¢ o o o o o« = = =

XI. APPENDIX B: NCENT.FOR . . . ¢ ¢ ¢ ¢ « o o « o o o

XII. APPENDIX C: CLASSIM.FOR . . . ¢ ¢« ¢ + o o o o o =«

16
16
19
23
26
27

29
30
35
38
52
54
57
61
62
73
86
86
87
90
96
99
102
108
112
115
117
120

122



Figure

Figure

Figure

Figure

Figure

Figure

Figure

Figure

Figure

Figure
Figure

Figure

Figure

Figure

Figure

Figure

Figure

1o0.

11.

12.

16.

17.

ii

[V

LIST GF FIGURES

Frequency versus time display showing how a FH
signal appears over a period of many dwells . 11
Frequency versus time display drawn to scale

(upper portion) and spectral density at the
receiver during one epoch (lower portion) . . 14
Probability density functions, decision

regions, size and power for the signal

detection hypothesis test . . . . . . . . . . 22
Single wideband radiometer integrating over

the entire hopping bandwidth and a time period

much greater than a dwell . . . . . . . . . . 31
Channelized receiver for the detection of
individual emissions from a FH signal . . . . 36

Direct-conversion receiver with digital
baseband for the detection of emissions from

FH signals . ¢« ¢« ¢« ¢« ¢ ¢« ¢ ¢ o o o o o o o o & 40
Parallel implementation of DFT's used to
decrease the time granularity . . . . . . 43

Experimental probability of detection for the
periodogram plotted versus the non-central
chi-square distribution and the chi-square
distribution with 2 degrees of freedom . . . . 50
Periodogram and data for emission

classification using emission frequency taken

from a single epoch . . . ¢ ¢ ¢ ¢ ¢« ¢« + « « & 63
Hop frequency probability density functions

for the two-signal example . . . « « « « « « . 68
Signal match probability as a function of the
emission frequency for the two-signal example 72

Cumulative distribution function for the
largest hop frequency order statistic for

1,5,10,20, and 50 detected emissions . . . . . 78
Experimental probability of sorting error
using two signal parameters . . . . . ¢ . . . 83

Four possible combinations of regions where
emissions from the two FH signals can be

located . . . . . e . 88
Log of the probablllty of error for the epoch
emission classification algorithm, and the

single emission classification algorithm . . . 96
Probability of classification error for the

epoch emission classification algorithm using
normally distributed data and emission

frequency as data . . . + ¢ ¢ ¢ e e 0 e e . 97
Histogram of classification accuracy obtained

from the simulation . . . . . . . . . . . . 104



LIST OF TABLES

Table 1. Signal match probabilities using the epoch
classification algorithm and emission
frequency as a signal feature . . . . . . . . 92



1

I. INTRODUCTION

Spread spectrum modulation was developed as a result of
the need for secure military communications. Reasons for the
development and utilization of spread spectrum modulation are
to provide protection against jamming (either accidental or
intentional), unauthorized detection, and signal interception
[1]. The need for robust communications systems with these
attributes became apparent during World War II [2] because of
the widespread use of electronic warfare.

The theoretical and technical foundations of modern
spread spectrum systems were developed shortly after the war
by publication of Shannon's information theorem [3] and the
development of practical hardware correlators. One of the
first operational frequency-hopped spread spectrum system was
BLADES [2], which was developed in the mid-1950's for the
navy. Spread spectrum systems employing direct-sequence or
time hop modulation were also developed in this time frame.
Since the 1950's, the major advances in spread spectrum have
been technological improvements to increase the jamming margin
and reduce the synchronization time at the receiver.

| In the past ten years, the use of spread spectrum
communications has become more prevalent, especially in
military communications. Major uses of spread spectrum

modulation include jam and interception resistant military
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communications such as JTIDS (Joint Tactical Information
Distribution System) or SINCGARS (Single Channel Ground-
Airborne Radio System) [4], provision of accurate location and
time information through satellites with GPS (Global
Positioning System), experimental communications systems [5],
and digital cellular and personal communications networks.

This dissertation proposes a means of defeating
Frequency-Hopped (FH) spread spectrum modulation using an
intercept receiver capable of fast spectral analyses and
emission classifications. The intercept receiver uses fast
spectral analyses to detect individual emissions from FH
signals, while the classification algorithm is used to match
detected emissions with known FH signals. To illustrate the
application of the classification algorithm, an example that
uses hop frequency order statistics to classify emissions
based on the emission frequency and the hopping spans of FH
signals is given. No a priori knowledge of the FH signals is
needed by the classification algorithm or the receiver before
emissions can be classified.

Motivation for this research comes from the fact that the
primary purpose of FH modulation is to provide secure military
communications, and considerable tactical advantage can be
gained by rendering the FH communications of one's opponent
open to intelligence gathering (detection, eavesdropping, or

position location) or electronic warfare (jamming or other
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disruption). A side benefit of this research is that it
provides the ability to determine the vulnerability of one's
own spread spectrum communications to interception or
disruption.

The first step in the interception of FH signals is
emission detection. Common structures suitable for FH signal
detection include radiometers [6]-[15], and compressive
receivers [16][17]. Although compressive receivers have begun
to receive considerable attention, radiometry remains, by far,
the most widely discussed method of signal detection. The
popularity of radiometry for emission detection is due both to
its ease of implementation in the analog and digital domains,
and to an abundance of articles analyzing radiometer behavior.

Current research into the detection of FH signals involve
the use of sub-optimal detectors for easier implementation
[9]1[14], combining the outputs of many narrowband detectors to
increase the probability of detection [9], and applying the
method of Wald to energy detection [13]. A comprehensive
study on the effects of changing integration times and
detection bandwidths on the probability of detection was
conducted by Dillard in [12] and later [7]. An interesting
method developed by Gardner [10] calculates the
autocorrelation of the Fourier transform of a signal for the
detection of both emissions and cyclic features such as the

baud and hop rates of a FH signal.
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Only a radiometric detector was considered for this
dissertation. A summary of the various detection strategies
is discussed, and a functional diagram of a digital
channelized detector presented. The constraints imposed on
the sampling rate and bin width of the digital detector by the
hopping span of the FH signal are presented in detail, as well
as the relationship of the digital detector to analog
radiometers. Finally, a method for reducing the length of a
receiver time epoch using parallelism in the receiver
architecture is presented.

Correct classification of emissions is the second
fundamental problem that must be addressed before signal
interception is possible. FH signal interception is
complicated by the presence of other signals with both spread
spectrum and conventional modulation in the same region of the
spectrum as the signal(s) of interest. The interceptor must
be able to detect and identify emissions from FH signals
despite the potential presence of many other signals with
uncertain spectra. With no a priori knowledge of the FH
signals, the intercept receiver tries to negate the anti-
intercept property of signals with FH spread spectrum
modulation, and render them vulnerable to disruption or
exploitation.

Many articles in the current literature discuss how to

calculate data that can be used for emission classification,
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or use an ad hoc method to exploit a single feature. For
example, automatic modulation recognition from discrete-time
samples of an emission [18]-[21] is needed for demodulation of
FH signals, and can also be used as data for the
classification algorithm. Other examples of suitable data
exist ([10] and [22], for example), but the use of such data
for emission classification has received less attention.

The classification algorithms developed for this
dissertation have the capability of using data with any
probability distribution function to classify detected
enmissions. This compares with ad hoc methods such as [16]
which uses only time-of-arrival of emissions, has not been
developed into a probabilistic model, and is therefor
incapable of incorporating any other data in its
classification decisions. A classification algorithm using
data with Gaussian distributions has been presented [23], but
this algorithm is unable to exploit data which do not have
gaussian distributions (emission frequency or time-of-arrival,
for example). An example using emission frequency as a aid to
emission classification is developed both to demonstrate how
to generate probabilistic models for data, and to show how
such data can be used along with data with Gaussian
distributions to improve classification accuracy.

Digital processing is becoming increasingly feasible for

use in receiver design [19][24] due to the development of more
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powerful digital processors [25] and extremely linear analog-
to~-digital (A/D) converters. As digital processors become
more powerful and costs fall, more receiver functions can be
implemented using digital techniques. 1In essence, this can be
accomplished by moving the A/D converter function from the
output toward the antenna until practical technology,
performance, and cost limits are reached. The trend in
receiver design has been to introduce digital processing in
the latter stages of the receiver where the processing
requirements are not as severe.

An intercept receiver needs to perform both emission
detection and classification to operate successfully in
potentially complicated electromagnetic spectrums. An all-
digital intercept receiver has an advantage over an analog
receiver in that samples used to compute the spectral density
(for signal detection) can be easily stored and used again for
signal feature estimation and emission classification. More
and more articles in the current literature discuss not only
the detection of spread spectrum signals, but also the
estimation of a signal feature using discrete-time samples of
the received signal.

The emission sorting and classification algorithms
developed for this dissertation were designed for use with a
digital receiver. This was because the level of technology is

fast approaching the point where digital radio theory and
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techniques are becoming increasingly feasible in cost. This
trend is evidenced in current military communication equipment
design which is leaning toward digita} implementation of as
many signal processing functions as practical. The benefits
of digital processing (reduced size, power consumption,
increased flexibility) can be realized in the portions of the
receiver that replace conventional analog circuitry with
digital processing. In addition, digital processing allows
the application of new techniques to intercept receiver design
by implementing functions that can not be duplicated in an
analog receiver.

The proposed receiver uses Fast Fourier Transforms
(FFT's) of the received signal for emission detection and a
Baysian emission classification algorithm. The detection
performance of the digital receiver is compared with
conventional analog receivers using energy detectors for
emission detection. The accuracy of the proposed algorithms
is also examined. Because an analog counterpart to the
emission classification algorithm does not exist and few
articles exist in the open press, no comparisons to existing

emission classifiers can be drawn.
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IT. DEFINITIONS AND TERMINOLOGY

Frequency-hopped modulation was developed as a means of
providing secure, low probability of intercept communications
by pseudo-randomly changing the carrier frequency of a

narrowband signal. Define the unit pulse function p(y) to be

0 otherwise

p(y) ={

Using the unit pulse function, a signal with frequency-

hopped (FH) modulation is expressed as

s(t)= Y A(£)sin(2m (£y+c,B,) £4B(£)) p (t;kfc) (2)

k== c

where k is the dwell index, {c¢,} is the pseudo-random
spreading code, B, is the channel spacing, f;+c; B, is the hop
frequency and t, is the dwell time (the length of time at a

hop frequency). The amplitude function, A(t), and the phase
function, 0(t), are determined by the transmitted data and the
type of modulation used to produce the non-hopped bandpass
signal. The spreading code has positive and negative values,

so the hop frequencies are evenly distributed around f£,.

From equation (2), a FH signal is seen to be composed of

a sequence of gated fixed-frequency signals, s,(t), where



Sp(t)=A(t)sin(2n (£+cyy ) E+O(E)) (3)

The k-th signal is multiplied by the pulse function so
that it contributes to the FH signal only during the time

interval kt_<t<(k+l)t.. Each gated fixed-frequency signal

that forms part of the FH signal is called an emission.

During the period of time that a single emission is present,
known as a dwell, the FH signal appears indistinguishable from
a fixed frequency signal with the hop frequency equal to the
emission frequency. Only over longer intervals of time does
the pseudo-random nature of the spread spectrum modulation
become apparent. When observed for a period of time equal to
several dwells, a FH signal appears as a passband signal that

changes carrier frequency or "hops" every 1. seconds.

The hopping span of a FH signal is defined to be the
region of the electromagnetic spectrum that contains all the
emissions that comprise the signal. For purposes of

definition, let the hopping span be the interval f;<f<f,,

where

fi;=min {f,+c, B}
k

(4)
£y= max  (£y+0,B,]

The hop bandwidth B, of a FH signal is defined to be the

width of the hopping span, or
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Bp=fy~£) (?)

The hop bandwidth is typically large when compared to the
bandwidth of the non-hopped signal, since the interference
rejection gained through the use of spread spectrum modulation
is proportional to the hopping bandwidth.

The number of channels is the total number of hop
frequencies that a FH signal can produce. The number of
channels is limited by either the transmitter hardware or the
pseudo-random spreading code. The number of channels can be
calculated from the hop bandwidth and the channel spacing

using the relationship

Nc=%+1 (6)

Equations (2)-(6) define the features which uniquely
identify a FH signal, and can be used to help classify
detected emissions. Other signal features such as azimuthal
angle-of-arrival and wave polarization are potentially very
useful in emission classification, but are not included as
part of the definition of a FH signal.

Equation (2) shows that over the period of a dwell, a FH
signal is indistinguishable from a fixed frequency signal.

Only over periods of time longer than a dwell does the pseudo-

random behavior introduced by the spread spectrum modulation
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Figure 1. Frequency versus time display showing how a FH
signal appears over a period of many dwells
become apparent. The classification algorithm uses this
characteristic of FH signals to identify the existence of a FH
signal. The classification algorithm uses data calculated
from samples of an emission to group emissions with similar
features. By continuously analyzing the frequency spectrum
and classifying detected emissions, the classification
algorithm can be used to follow a FH signal as it "hops" over
time.
Figure 1 is a frequency versus time representation of how
a FH signal appears to an intercept receiver. The black areas
represent occupied regions of the spectrum. Each dwell

appears as a black rectangle, occupying a narrow portion of
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the spectrum for a period of time. The horizontal axis
represents time, and is divided into divisions representing
the length between receiver time epochs. A single spectral
density estimate is produced and processed by the receiver
during an epoch. Receiver time epochs occur at integer

multiples of t=T, seconds. The vertical axis shows the

frequency span being analyzed, and is divided -into divisions
representing the granularity of the spectral density estimates
which, in this example, is equal to the emission banéwidth.

By inspection, a single FH signal with at least twelve
possible hop frequencies and a dwell time of four receiver
time epochs is present.

The dwells of the FH signal shown in Figure 1 are
precisely aligned with the time epochs in the intercept
receiver, although this will not usually be true. If a time
nisalignment exists, it will introduce an uncertainty of one
epoch in the epoch-of-arrival and divide the emission power
between frequency bins during any epoch where the FH signal
changes hop frequency. If the period between time epochs in
the intercept receiver is shorter than the dwell time,
misalignment in time is not a serious problem. As an
illustration, consider the effects of a misalignment with the
FH signal represented in Figure 1. During the first and last

epochs an emission is present (in a single frequency bin), the
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detection performance is degraded because the emission is not
present during the entire epoch. However, there will be three
epochs during which the emission is present the entire epoch,
and the probability of detection is not degraded.

To provide insight into the difficulty of the task facing
an intercept receiver, specifications for some existing FH
systems are examined. Existing systems typically have many
hops per second since "fast" hopping signals are more
difficult to jam. Dixon [4] describes a system called
SINCGARS (Single Channel Ground-Airborne Radio System) which
has a hopping span of 30-88 MHz, a channel spacing of 25 kHz,
and a hopping rate of 25,000 hops per second. A SINCGARS
emission will be present in one of more than 2200 channels for
only 40 microseconds. To detect these emissions, an enormous
amount of data must be processed. This huge volume of
information implies that data reduction will be an important
factor in a practical intercept receiver. To conserve limited
system resources, only those channels that are judged most
likely to contain FH emissions can be examined in detail.

A more realistic representation of the electromagnetic
spectrum encountered by an intercept receiver is shown in
Figure 2. The frequency versus time graph shown is drawn
closer to scale because the channel spacing of the FH signals
is very small when compared to the total bandwidth analyzed by

the receiver. By examining the frequency versus time display,
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three FH signals, two wideband signals (television signals
including the audio carriers), and two fixed frequency
narrowband signals are seen.

The FH signals shown in the figure can be uniquely
identified by differences in their dwell times, epochs-of-
arrival, and hop bandwidth. Examination of the spectral
density display shows that the two wideband signals are
television signals. Two emissions from the FH signals do not
appear in the frequency versus time display. The most likely
reason for this is because the emission frequency falls in the
region of the spectrum occupied by one of the television
signals. An intercept receiver must be able to detect and
correctly classify FH emissions in realistic signal
environments like that shown in Figure 2.

The large number and variety of signals present in the
environment mean that a robust, accurate classification
algorithm is needed. The best way to develop an algorithm
that meets this criterion is to first obtain a thorough
understanding of the theory behind such algorithms. Having
defined the form of a FH signal and the parameters that
uniquely characterize it, the theoretical basis of the
solutions to the detection and classification problems
developed for this research are addressed in the following

chapter.
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III. THEORETICAIL BASIS FOR HYPOTHESIS TESTS

In this chapter, the statistical theory that serves as
the framework for the signal detection and emission
classification algorithms is briefly described. It is
important that the theoretical foundations of the algorithms
be well understood so the assumptions, strengths, and
weaknesses of the techniques are apparent. Both the signal
detection and the emission classification algorithms rely
heavily on Baysian decision theory, although the specific
implementations are common enough to have been named. A
general discussion of Baysian decision theory is presented
first, followed by specific examples of how this theory is
applied to obtain practical emission detection and

classification algorithms.

A. States of Nature, Data and Data Distributions

In the most general possible statement about Baysian
theory, a decision about the current state of nature must be
made based on observed data drawn from some distribution(s).
The data distributions are assumed to be dependent on the
current state of nature, and the decision problem is how best

to identify the state of nature given the observed data.
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When the states of nature form a continuous sample space,
the decision process is called an estimation problem. From
this branch of statistical theory comes estimation algorithms
such as maximum likelihood estimators, linear estimators, and
method of moments estimators. These techniques are well
understood and information about them can be obtained from a
variety of sources [26][27], so they are not discussed further
here. Of more interest to this dissertation is the situation
that exists when the states of nature form a finite or
countably infinite set. 1In this case, the decision process is
called a hypothesis test or a decision problem [28].

The signal detection problem is an example of a
hypothesis test. The states of nature and possible decisions
comprise a set with only two elements: signal present, and
signal absent. When an energy detector is used as the source
of the observed data, the data have a non-central chi-square
distribution when the input to the detector consists of a
signal plus noise, and a chi-square distribution when noise is
the only input to the detector [6].

The emission classification problem also is an example of
a hypothesis test because the states of nature form a finite
set. The purpose of the hypothesis test is to identify from

which FH signal a detected emission comes. There are thus N,

states of nature, where N, is the number of known signals. A
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practical emission classification algorithm also has to
account for the small, but finite, probability that a detected
emission is an artifact of noise, or is the first emission
from a new, previously inactive signal. The inclusion of
these details does not add substantially to the understanding
of how to classify detected emissions, so the classification
problem considered in the remainder of this dissertation is
limited to how to select the best match for an emission from a
known number of signals.

To classify a detected emission, the receiver assigns to
it a number, j, corresponding to which FH signal the receiver
concludes the emission is from. Each decision, d(x)=3j, is the
intercept receiver's best estimate to which FH signal the
emission is matched based on the observed data, x. The
observed data for the signal classification problem are
calculated from samples of detected emissions, and are assumed
to consist of estimates of signal features such as the
magnitude, or the azimuthal angle-of-arrival. The probability
distribution functions of the data are dependent on the method
used for data collection, so the classification algorithm must
be able to incorporate data with continuous, discrete and

degenerate distributions.
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B. Loss, Risk, and Bayes Risk

Whether the decision is an estimation problem or a
hypothesis test, a function which describes the quality of
each possible decision is needed. The quality can be either
the "goodness" or the "badness" associated with possible
decisions. If the function defines the "goodness" of each
decision, the decision rule that maximizes the average value
of the function is found. When the function defines the
"badness" of each possible decision, the decision rule that
minimizes the function is found. This latter approach is more
common, and the function which defines the "badness" or "harm"
associated with each decision is called the loss function.

The loss function, commonly referred to in engineering as
the cost, is an attempt to systematically evaluate the
"badness" or "loss" associated with incorrect decisions. The
loss function maps the states of nature and possible decisions
onto the non-negative real numbers. Its only constraint is
that it must be non-negative. The loss function, L(I,d(x)),
is a function of both the possible states of nature, I, and
the decision rule, d(x).

The risk is defined to be the expected value of the loss,
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and is calculated using the probability distribution

1

function® of the observed data. The notation E;[‘], denoting

the expected value conditioned on the random variable, I, is

used to express the risk as
R(I,d)=E;[L(I,d(x))] (7)

When the probability distribution functions of the

observed data are continuous, equation (7) is equivalent to
R(I,d)=[L(Z,d(x))g(x|®7) dx (8)
X

The average loss is calculated by multiplying the loss by
the probability density function of the data, g(x|$i), and
then integrating over all possible values of the data. The
distribution parameters, ¢!, are needed to characterize the
probability distribution of the observed data (for example,
the mean and variance of a Gaussian distribution).

In Baysian analysis, the distribution parameters for the
states of nature are also assumed to have a distribution,

n (¢) , called the prior distribution. The Bayes risk, r(=n,d),
is the average risk for all states of nature obtained for a

given prior distribution and decision rule, or

1  probability distribution function (pdf) will be used to

refer to a function that can be either continuous or discrete.
Probability density function refers to a continuous pdf, while
probability mass function refers to a discrete pdf.



21
r(n,d)=E, [R(i,d)] (9)
The Bayes rule, d,(x), for a prior distribution is that

decision rule which minimizes the Bayes risk, or
r(m,dy) = min{r(n,d)} (10)

Different Bayes rules can be obtained by changing the
data distribution, loss function, or prior distribution. The
probability distribution function of the observed data usually
models some physical process, and is not, in general, a
quantity that can be easily changed. Alternately, the loss
function and prior distribution are parameters which can be
altered, and are frequently chosen so the resulting Bayes rule
has a simple form.

A loss function which is frequently used for hypothesis
testing is zero when a correct decision is made, and one when
an incorrect decision is made. The Bayes rule that results
from use of this loss function generally has a simple form.
When a zero/one loss function is used, the risk is equivalent
to the probability of an incorrect decision for a state of
nature. The Bayes risk is the average probability of an error
(an incorrect decision) for all possible states of nature.
Because the Bayes rule minimizes the Bayes risk, it will also
minimize the average probability of error when this particular

loss function is used.
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Figure 3. Probability density functions, decision regions,
size and power for the signal detection hypothesis
test

The signal detection problem, graphically illustrated in
Figure 3, is used to illustrate the concepts of data, data
distributions, loss, and risk. The two states of nature are
signal present (i=1) and signal absent (i=0). The observed

data are drawn from one of two different probability
distribution functions, g(x|$°) or g(x|¢?), depending on the

current state of nature.
The hypothesis test is equivalent to a test to determine

the probable distribution of the data, or
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Hy, : X~g(x|¢$°)

11
H, : X~g(x|d*) (1)

where H, is the null hypothesis, H, is the test hypothesis, ¢!

is the distribution parameter(s) for each state of nature, and
g(xhb” is the probability density function of the data under

the i-th hypothesis.

C. Size and Power of a Hypothesis Test

The size of the hypothesis test is the expected value of
the loss under the null hypothesis. When a zero/one loss
function is used, the size of the hypothesis test is equal to
the probability of erroneously choosing the test hypothesis.
In the signal detection problem, the decision rule can be
shown to be equivalent to a comparison with a threshold, 1.
The size of the hypothesis test, represented by « in Figure 3,
is more commonly referred to as the probability of false
alarm.

The power of the hypothesis test is one minus the
expected value of the loss under the test hypothesis. When a
zero-one loss function is used, the power is equivalent to the

probability of accepting the test hypothesis when the test
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hypothesis represents the true state of nature. This is
graphically depicted by the quantity 1-p in Figure 3. 1In the
signal detection problem, the power of the test is more
commonly called the probability of detection.

To illustrate these concepts further, the signal
detection problem based on a single observation of the output
of an energy detector is examined. 1In this instance, the
datum has a chi-square distribution when no signal is present,
g(x|¢°) , and a non-central chi-square distribution, g(x|$?),
when a signal is present at the input to the energy detector
[6].

Let the signal power, when present, be constant. This
assumption corresponds to selecting a degenerate prior
distribution. A zero/one loss function is selected as the
loss function, and each state of nature is assumed to be

equally likely. The loss in this case is given by

L9 H

The risk is given by the average value of the loss. When

no signal is present the risk equals
R(0,d)= 0P[d(x)=0|i=0] +1-P[d(x) =1|i=0] (13)

Similarly, the risk when a signal is present is given by
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R(1,d)= 1P[d(x) =0|i=1] +0P[d(x) =1|i=0] (14)

Because the prior distributions are degenerate, the Bayes

risk is equal to the average of equations (13) and (14), or

r(m,d)= P[I=0]-(0P[d(x)=0|i=0] +1P[d(x)=1|1i=0])
(15)
+P[I=1] (1P [d(x)=0|i=1] +0°P [d(x) =1|i=1])
The Bayes rule is found by minimizing the Bayes risk.
After discarding terms which are equal to zero and noting that

P[I=0] and P[I=1] equal one-half because both states of

nature are equally likely, the Bayes risk simplifies to
r(n,d)=%(P[d(x) =1|i=01+P[d(x) =0|i=11) (16)

The Bayes rule minimizes the Bayes risk given by equation
(16). In terms of the data, the value of 1 that minimizes the
Bayes risk needs to be determined to find the Bayes rule for
the signal detection problem. Let the null hypothesis be
chosen in the region {x:-x<x<n}, and the test hypothesis

chosen in the region {x:n<x<x}. The Bayes risk will then

minimize
17 1
—_ 0 1
r(m,d) —E{g(xltb )dX+3£g(X|¢ ) dx (17)

This function is minimized when 1 is selected so that

gn|$°) =g(n|d!) [26]. Thus, the Bayes rule in this instance is
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equivalent to the well-known maximum likelihood (ML) criterion
which is expressed as

HO
g(x|6%) % g(x|$h) (18)
Hl
Equation (18) is a compact method of describing the

decision rule. The null hypothesis is chosen when the
probability distribution function under the null hypothesis is
larger than the probability distribution function under the
test hypothesis when evaluated using the observed data. If
the converse is true, the test hypothesis is chosen. This
decision rule is obtained only for the specific choices of a
degenerate prior distribution (congiant and knowp amplitude
signal), zero/one loss function, and equal a priori
probabilities for the states of nature described above.
Different choices for any of these will change the location of

the detection threshold.
D. Neyman-Pearson Decision Criterion

The Neyman-Pearson decision criterion is useful when it
is desirable to both minimize the size and maximize the power
of a hypothesis test simultaneously. Although desirable,
quite frequently this can not pg done simultaneously. In the

signal detection problem discussed above, a threshold of zero
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maximizes the power of the test, but also maximizes the size.
Larger thresholds reduce not only the size, but also the power
of the hypothesis test. Clearly some compromise is needed to
arrive at a satisfactory solution.

The Neyman-Pearson criterion maximizes the power of the
hypothesis test while constraining the size of the test to be
less than or equal to a specified threshold. In the signal
detection problem, the Neyman-Pearson decision criterion is
equivalent to maximizing the probability of detection (the
power) while maintaining the probability of false alarm (the
size) at or below some preselected threshold. The Neyman-
Pearson criterion will be used in the following chapter to set
a threshold for the energy detector(s) used for signal

detection.
E. Useful Statistical Relationships

Several useful relationships from statistical theory used
in the derivation of the classification algorithms are
mentioned here [27]. First, the law of total probability

states that if B,,B,,..,B, is a collection of mutually exclusive

and exhaustive events, then for any event A,

k
P[A]=) PI[A|B;1P[B;] (19)
i=1
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Bayes rule (not the function that minimizes the risk
although it has the same name) gives an extremely important
relationship between random variables,

P(A|B;1P(B,]

20
P[A] (20)

P[B;)a] =

A useful alternate representation of Bayes rule can be
obtained by applying the law of total probability (19) to the
denominator of equation (20). The resulting relationship is

P[A|B,1P[B,]

k 21
Y plA|B;1P[B,] (1)
i=1

P[B,|A] =

Extremely powerful detection and classification
algorithms can be developed using just these basic statistical

relationships and Baysian analysis.



29

Iv. EMISSION DETECTION

Detection is the first task the receiver must perform to
intercept a FH signal. A description of several radiometer
configurations for the detection FH signals is presented in
this chapter, and the Neyman-Pearson criterion is used to
develop signal detection algorithms for the radiometer
outputs. A functional diagram of a digital detector which
uses Fast Fourier Transforms (FFT's) to implement the
radiometer function is proposed. The detection performance of
the digital receiver is predicted and compared with
conventional analog radiometric receivers. Constraints on the
time-bandwidth product imposed by the use of FFT's are also
examined. Tradeoffs between detection bandwidth and
integration time for both analog and discrete-time systems are
examined.

The intercept receiver is commonly assumed to have a

general idea of the hopping span, the hop bandwidth, B,, and

the channel spacing, B_,, of the existing FH signals. These

ct
characteristics of a FH signal can be determined by physical
examination of existing FH transmitters. Unknown signal
features that may be of interest include the amplitude and
phase functions, and the frequency, at any given time, of

emissions from a FH signal. There may also be other signal
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features of interest such as the azimuthal angle-of-arrival
which are not included in the definition of a FH signal. It
is important that the receiver be able to detect individual
emissions from a FH signal so estimates of signal features can
be calculated.

When the signal to noise ratio is small and the
modulation structure is uncertain, intercept receivers using
energy detection, or radiometry, for emission detection are
both practical and effective [6][7][9]. The probability of
detection is not dependent on the signal structure or data
rate, and a single radiometer is relatively inexpensive to
build. Radiometric receivers compare the energy contained in
a portion of the spectrum during an observation time to a
detection threshold. When the energy is above the detection
threshold, a signal is declared to be present.

Radiometers used for signal detection belong to one of
two broad categories: wideband radiometers that integrate
energy over the time and bandwidth of a frequency-hopped (FH)
transmission, and multiple narrowband radiometers matched in
time and bandwidth to individual emissions from the

transmitter.

A. Wideband Radiometer

The first task confronting an intercept receiver is to
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Figure 4. Single wideband radiometer integrating over the
entire hopping bandwidth and a time period much
greater than a dwell

determine the presence or absence of a FH signal. One of the
most basic and effective detectors consists of a single
radiometer integrating over the duration and hop bandwidth of
a FH signal, as shown in Figure 4. The received signal r(t)
is assumed to consist of a frequency-hopped signal, s(t), plus
zero-mean, stationary, Gaussian noise, n(t), with flat single-

sided power spectral density N,. The detector consists of a

bandpass filter with center frequency f, and bandwidth B;>B,.

The output of the bandpass filter is squared to produce a
signal proportional to the signal (or noise) power, integrated
over a period of time Tp>t,;, and scaled by the factor 2/N, to
normalize the output.

The output, V(t), of the energy detector is closely

approximated by a chi-square distribution with 2T, B, degrees

of freedom when the input consists of noise only, and by a

non-central chi-square distribution with 2T, B; degrees of
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freedom and noncentrality parameter A=2E./N, when the input
consists of a signal with energy E, plus noise [6]. Signal

detection is accomplished by comparing V(t) to the energy
detection threshold, n. If V(t)>n a signal is assumed to be
present. Conversely, when V(t)<n the input is assumed to
consist of noise only. To increase detection performance, the
outputs of many separate radiometers are sometimes combined.

In a radiometric receiver, it is not possible to
simultaneously minimize the size and maximize the power of the
detection algorithm. In addition, the signal strength at the
receiver is generally not known in advance, so the receiver
cannot be optimized for a single amplitude input signal.
Instead, an energy detection threshold is calculated using the
Neyman-Pearson criterion so that the radiometer output has a
known probability of false alarm (the probability of deciding
that a signal is present when the input to the energy detector
is noise only).

The energy detection threshold, 71, is calculated by
solving the expression for the probability of false alarm
using the distribution of V(t) when the input consists of
noise (the chi-squared distribution). The chi-squared

distribution is given by [7]

g(v) =——o——— (22)
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where g is the number of degrees of freedom and I'(z) is the
gamma function. When its argument is an integer, the gamma
function simplifies to I'(z)=(z-1)!.
The size of the hypothesis test, «, is graphically
depicted in Figure 3. When applied to signal detection, the
size is more frequently called the probability of false alarm,

P;,. A probability of false alarm is selected, and the energy

detection threshold is calculated by solving the expression

for the probability of false alarm

VTdBd -v/2

— ——  _dv (23)
2T (T8 )

The probability of detection is the likelihood of
correctly determining the presence of a signal when the input
to the detector consists of a signal plus noise. The
probability of detection is governed by the noncentral chi-
square distribution when the input consists of a sinewave and
additive noise, and also closely models the detection
performance for modulated sinusoids. The derivation of the
probability of detection is discussed in detail in the
literature [6]{12][7]. To summarize the results, the

probability of detection is governed by [7]
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1/ v\ (TaBg-)/2 _
Pd= f i(T) d e v A)/?‘ITdBd-l(\/vx) dav (24)
n

where 1}(ﬁ is the modified Bessel function of the first kind

of order y, and A is the signal-to-noise ratio at the energy
detector. Equations (23) and (24) define the operating
characteristics of an analog radiometric receiver, and will be
used as a basis for comparison with signal detection using a
periodogram.

A useful approximation that is valid when the time-

bandwidth product of the radiometer is large (T B4~25 or
greater) is that V(¢t) has a Gaussian distribution with mean

p,=A+2T,B, and variance 03=4A+4T, B, [7]. This approximation is

easily applied to the noise only case by setting A=0
(corresponding to zero signal energy). When this
approximation is valid, calculations of the probability of
detection can be made from standard tables of the area under
the normal curve.

For example, SINCGARS has a hopping span of 30-88 MHz and
a channel spacing of 25 kHz. To detect a SINCGARS

transmission, a wideband radiometer would analyze a By=55 MHz

bandwidth. The integration time can be as high as several
seconds if signal with extremely low signal-to-noise ratios

are of interest [9], because the probability of detection
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increases with longer integration times. The period of
integration is limited only by the duration of the FH signal,
and by the complexities introduced by the time-variant nature
of the RF spectrum.

One drawback of the wideband radiometer is that it is
only able to determine the presence of a signal, and is unable
to determine whether the signal is frequency-hopped. The
wideband radiometer is also inherently unable to measure or
exploit such signal features as dwell or time-of-arrival of
the emissions. The only useful information that can be
obtained from a wideband radiometer is thus the mean energy of
any signal within the frequency span being analyzed.

Because the wideband radiometer measures the total energy
over a large time-bandwidth product, another drawback is that
its operation is complicated when multiple signals are present
or when the probability distribution function of the noise is
not known. The noise may not only be non-white, but also not
stationary. A complex signal environment is likely to mask a
FH signal, since the energy of the FH signal may be
considerably less than the total energy of the other signals

present.

B. Channelized Receiver

Channelized receivers are a compromise between
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performance and complexity. A channelized receiver analyzes
the frequency spectrum using many radiometers, and is useful
when the spreading code is of interest, or the signal

environment is complex. The channelized receiver shown in

Channel 1

t
BPF 2 2
; [x(t)] dt vV (t)
1

0 t-T4

Channel 2 — Vz(t)

Bandpass r( t )
Filter
fo NpBy

Channel N — v (t)
b Ny

Figure 5. Channelized receiver for the detection of
individual emissions from a FH signal

Figure 5 uses N, radiometers each with bandwidth B,, where

N,B;2B,, to analyze the hopping span of the FH signal. The

channelized receiver is less sensitive to the presence of
narrowband fixed-frequency signals because each radiometer is
likely to be affected by at most a few fixed frequency
emissions, and their effects can be compensated for more

easily when they are considered a few at a time. The
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integration time of the radiometers in a channelized receiver
is less than or equal to the dwell time of the fastest FH
signal. This means that the channelized receiver, unlike a
receiver which uses a single wideband radiometer for signal
detection, can discriminate between a FH signal and a fixed-
frequency signal by analyzing the outputs of the energy
detectors over time.

When the bin width equals the channel spacing, N,=N_., and
the period of integration equals the dwell time, T,=t,, the

channelized receiver is optimized for emission detection (for
simplicity, the bandwidth of each emission is assumed to equal
the channel spacing). This design has been mainly of academic
interest since the large number of hopping channels makes it
impractical to build an analog receiver with an energy
detector on each hopping channel. To implement an optimum
channelized receiver for a SINCGARS transmission, over 2300
energy detectors are required. It would be extremely
difficult and costly to implement this number of narrowband
filters with the tolerances needed for the energy detectors.
To reduce the number of energy detectors to a more

practical level, a common procedure is to set Ty=t. with B,
equal to a multiple of B, so that each radiometer spans

several channels during a dwell. Although no longer optimal,

this design represents a reasonable compromise between
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"detection performance and receiver complexity.

An analog implementation of the channelized receiver
shown in Figure 5 requires many narrowband analog filters for
the radiometers, and cannot be reconfigured for FH signals
with different hop bandwidths or dwell times. Some of these
problems can be avoided by replacing the analog radiometers
with digital processing. A digital channelized receiver does
not need multiple narrowband analog filters, and can be easily
reconfigured for different FH signals by changipg the samgiiﬁg

frequency and the number of samples used in the spectral

density estimate.
C. Digital Channelized Receiver

A block diagram of a direct-conversion receiver with
digital baseband is shown in Figure 6. The received signal is
prefiltered to avoid aliasing, frequency shifted into the
baseband to minimize the sampling rate, and then sampled.
After sampling, emissions are detected using a periodogram of
the data. Estimates of signal features are calculated for
each emission detected by the periodogram. A small delay is
added to the sampled data before signal feature estimation to
compensate for the time required to calculate the periodogram.
This ensures that the same emission detected by the

periodogram is available to the signal feature estimator.
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Finally, the signal feature estimates are used to classify
each detected emission.

Oonly the effects of the discrete-time analysis are
considered here. The effects of amplitude quantization
introduced by analog-to-digital converters on detection
performance and subsequent processing are not addressed. Each
sample of the received signal is assumed to have infinite
amplitude resolution. The effects of finite amplitude
resolution are frequently modeled as an additive noise source
[29], and are not considered here.

The observation time, A, is the time required to collect
samples for the periodogram. Subsequent processing of the
samples is assumed to take less time, so the observation time
is the factor which determines the length of time between
epochs. At each receiver epoch, detected emissions from the
previous epoch are processed while new samples are collected
and prepared for processing. The exact samples used to
produce the spectral analysis are available for secondary
processing by adding digital delay. A data vector is
calculated from samples of each detected emission. The data
vector is passed to the classification algorithm which
identifies which signal produced the emission.

The received signal is first bandlimited to avoid alias

distortion after sampling. The detection bandwidth, N,B,, and
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Figure 6. Direct-conversion receiver with digital baseband
for the detection of emissions from FH signals

center frequency, f,, of the receiver prefilter are determined

by the hop bandwidth and hopping span of the FH signal. The
band-limited signal is then frequency shifted into the
baseband and sampled. To avoid aliasing, the sampling
frequency must be greater than or equal to twice the prefilter

bandwidth, or f_ 22N,B,.
To produce an N, bin spectral analysis using a DFT, N=2N,

samples of the input waveform r/(t) are obtained by sampling
the input at the sampling rate. During the €-th receiver time
epoch, which uses data collected in the time interval
€A<t<(e+1)A, the discrete Fourier transform of the samples is

calculated using the relationship

N-1
R'(n,e) =Y r!(eA+nt,) e 72nnk/N (25)

n=0

where r/(t) is the baseband, frequency-shifted equivalent of

r(t) . There is a simple one-to-one correspondence between
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signals in the original and frequency-translated spectrums

given by IW(f):R(f+fb—Bh/2), where R(f) and R/(f) are the

continuous-time Fourier transforms of r(t) and r/(t)

respectively.
The DFT calculates the Fourier transform of the samples

at discrete frequencies given by

fl= —= n=0,...,N-1 (26)

which directly correspond to the discrete frequencies

f,=f}+f,-B,/2 in the original untranslated spectrum. The FFT

produces a double-sided estimate of the spectral density.
Positive frequencies correspond to values of n from n=1 to
n=N/2-1, negative frequencies to the range N/2+1<ns<N-1, while

the value associated with n=N/2 corresponds to both f=f_/2
and f=-f,/2. The spectral density estimates at corresponding

positive and negative frequencies are complex conjugates since
the samples were taken from a real-valued function.

This analysis assumes that the samples used to calculate
the DFT are taken during a period of time less than a dwell,
and that the FH signal hops only at a receiver epoch. Using
these assumptions, the spectrum for an epoch will show a
narrowband signal in noise. Spectral density estimates,

frequently called periodograms, are calculated from the
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Fourier transform using the relationship
W(n,e)=€%|R’(n,e)|2 (27)

Both the bin width and the observation time are
proportional to the number of samples used in the DFT. As the
number of samples increases, the bin width decreases and the
observation time increases. Larger periodograms also increase
the amount of processing power needed to compute the DFT,
increase the amount of high-speed delay needed, and reduce the
ability of the detector to identify fast hoppers. For the
periodogram to have a bin width equal to the channel spacing
of the FH signal, a large number of samples need to be
collected. The observation time could potentially be much
longer than the dwell time, so the receiver would detect
multiple emissions from a single FH signal at each epoch.
Thus, practical concerns seem to indicate that both the
channelized radiometer and the DFT-based detector must have a
bin width larger than the channel spacing of the FH signal,
but for different reasons.

A major difference between the DFT-based detector of
Figure 6 and the analog channelized radiometric detector of

Figure 5 is that T, is a function of the detector binwidth and

cannot be chosen arbitrarily. To show this, first note that

the period of integration in the DFT-based detector is equal
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to the sampling period multiplied by the number of samples

used in the DFT, or T,=N/f,. The minimum sampling frequency

required to satisfy Nyquist's criterion and avoid aliasing is

£f,=2N,B,;, or twice the total bandwidth being analyzed. Since
N=2N,, the period of integration is seen to be the inverse of
the detector binwidth. Since T, =1/B; when a single DFT is

used for spectral analysis, the time bandwidth product for
each bin is unity.

If additional delay in the receiver is acceptable, the
time granularity of the receiver can be decreased without a
corresponding increase in the bin width. This feat is
accomplished using a parallel implementation of DFT's as shown
in Figure 7. The parallel implementation trades receiver

complexity and delay for additional epochs.

Spectral
! ’ . ——» .
rt(n.€) ™ Analysis Vin, &-1)
N/2 Sample Spectral
] " |—————® W(n, §-1.5)
Delay Analysis

Figure 7. Parallel implementation of DFT's used to decrease the
time granularity

In this example, two DFT's of the input sequence are
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calculated. The first DFT uses as input the incoming sequence
delayed by half the number of samples in the DFT. The second
DFT uses the incoming sequence as input. The net effect is
that during the observation time, two estimates of the
spectral density at two different times are produced. Adding
more fractional delay and calculating more DFT's will increase
the time resolution of the analyzer proportionally without
affecting the frequency resolution. The number of stages can
be increased until a DFT is calculated with each sample taken.

The distribution of the spectral density estimates given
by equation (27) needs to be determined for comparison with
the channelized receiver. To calculate an energy detection
threshold for the periodogram, the distribution of W(n,e)
needs to be determined for the noise only case so the Neyman-

Pearson criterion can be used.

Let the variance of r/(t) due to noise be denoted by
oﬁ=AQBh. An accurate approximation to the distribution of the
periodogram in this case [29][30] is that the quantity

2W(n,e)

o2 (28)

is chi-square distributed with 2 degrees of freedom. Remember
that the output of an analog energy detector also has a chi-

square distribution in the noise only case. The distribution
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of the normalized samples from the periodogram given by
equation (28) is thus identical to the distribution of V(t)

from an analog energy detector with a unity time-bandwidth

product.

When T B,=1 is substituted into equation (23), the

resulting equation becomes

(29)

The lower limit of this equation, 2n/02, is the detection

threshold for a normalized periodogram given by (28). The

above integral is readily evaluated as
Pfa=e'“"?§ (30)

Note from the above expression that the probability of
false alarm is dependent only on the variance of the samples
and not on the number of samples used in the DFT, so the DFT
is not a consistent estimator. Increasing the number of
samples used in the DFT will not decrease the probability of
false alarm.

By taking the natural logarithm of both sides of equation

(30) , the decision threshold for a periodogram is found to be
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n=-03 ln P, (31)
To arrive at an upper bound for the probability of
detection, several simplifying assumptions are necessary. A
first approximation is that each estimate W(n,e) from the

periodogram is equal to the energy contained only in the

frequency span (n-1/2)/Nt_< f/<(n+1/2)/Nt, during the epoch.

UIsing this assumption, W(n,e¢) can be thought of as an estimate
of the energy contained in a frequency bin equal in width to
the spacing of the discrete frequencies of the DFT. This
assumption is reasonable for a narrowband emission centered on
one of the discrete frequencies of the DFT given by equation
(26) . The periodogram should then have approximately a non-
central chi-square distribution with 2 degrees of freedom.

If the emission frequency is not equal to one of the
discrete frequencies of the FFT or is not sufficiently
narrowband, bin spreading will occur. Bin spreading causes
the signal power to be distributed across several frequency
bins, and degrades the detection performance of the receiver.
Estimates of the probability of detection using the above
assumptions therefore represent an upper bound.

A useful approximation to the probability of detection
can be obtained by considering an equivalent spectrum that has
been created by passing white noise through a shaping filter.

The spectral density of a signal plus noise can be
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approximated by shaping white noise with a linear filter with

gain |Y(n) |2=E,(n) /0%, where E,(n) is the signal energy in the

n-th bin. From linear systems theory, the spectral density of

the noise after shaping by the linear filter will be changed
by a factor of |Y(n)|?. The shaped spectrum should also have a

chi-square distribution.
The probability of detection using this approximation is

given by the probability that the shaped spectrum, W, (n,e€), is
larger than 71, or
P4=P[W,(n,€)>N] (32)

To arrive at an expression for the probability of
detection, both sides of the argument of equation (32) are

scaled to create the expression

2Ws(n, €) 5 21]
¥ (a) [r03 ¥(n) [0l

3=

(33)

Since W,(n,e)=|Y(n)|?wW(n,e) and 2W(n,e)/o> is approximately

chi-square distributed with two degrees of freedom, the

quantity 2w,(n,€)/|Y(n)|?0% should also have a chi-square

distribution with 2 degrees of freedom. By substitution, the

probability of detection is equivalent to
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PP [1*(2)> 20 ] (34)

8

where %2(2) represents a chi-square random variable with two
degrees of freedom, and E,(n)=|Y(n,e)|?02. Equation (34) is

easily evaluated using the chi=-square distribution, and is

equal to

Pd=e'ﬂ/E,(n) (35)

The variance of the periodogram using the chi-square
approximation is proportional to the square of the desired
spectrum. The chi-square approximation is useful because of
the simplicity of the resulting expression for the probability
of detection. It can be used to quickly calculate the
approximate probability of detection without having to
evaluate the non-central chi-square distribution. As will be
shown in Figure 8, this approximation is quite reasonable for
signal-to-noise ratios greater than 0 decibels.

A Monte-Carlo simulation was created to examine how
accurately the non-central chi-square distribution and the
chi-square distribution model the detection performance
obtained from a DFT. The simulated signal environment

consisted of eight sinusoids with uniformly increasing
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amplitudes and random phases in zero-mean unity-variance

(0%=1) Gaussian noise. An N=512 point DFT [31] was used to

analyze the signal environment with P,,=107°, a probability of

false alarm sufficiently small to ensure that few system
resources are utilized analyzing spurious signals. The energy
detection threshold was calculated using equation (31). The
program DETECT.FOR, included in this dissertation as Appendix
A, was created to experimentally determine the probability of
detection. The probability of detection predicted by the non-
central chi-square distribution was calculated using
NCENT.FOR, which is listed in Appendix B. Finally, the
probability of detection predicted by the chi-square
approximation was calculated using equation (35) and a
conmputer spreadsheet.

Figure 8 is a graph of the data obtained using
DETECT.FOR, NCENT.FOR, and the computer spreadsheet. The non-
central chi-square distribution models the experimental
probability of detection most closely, but equation (35) is
also useful at high signal-to-noise rations due to its
simplicity.

The fact that the amplitude estimates produced by the
" periodogram have chi-square distributions when only noise is
present suggests a way to improve the detection performance of

the receiver. Since the sum of independent chi-square
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Figure 8. Experimental probability of detection for the

periodogram plotted versus the non-central chi-

square distribution and the chi-square

distribution with 2 degrees of freedom

variables also has a chi-square distribution, N, successive

periodograms can be added together to form an estimate that is

also chi-square distributed with 2N, degrees of freedom. The

application of this to spectral estimation is frequently
referred to as Bartlett's procedure, and it reduces the

variance of the periodogram by a factor of N, [29].

The detection performance of the receiver is important
because a compromise between detection performance and the

false alarm rate must be reached. If the probability of false
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alarm is too low, a large amount of processing power will be
wasted analyzing bins that do not contain signals.
Conversely, fewer emissions from a FH signal will be observed
if the probability of false alarm is set too high, because the
probability of detection will be reduced. When fewer
emissions are observed, it is harder for the receiver to
determine the number of FH signals present.

The decisions as to what level of false alarm is
acceptable and what minimum probability of detection is
required before the receiver begins to track a signal can only
be talked about in generalities, since these decisions are
determined primarily by economics. If a low level of false
alarm is desirable and a large majority of emissions must be
detected, the minimum signal-to-noise ratio is on the order of
10 decibels. Signal interception of the type proposed here is
not for signals employing spread spectrum modulation to
provide low probability of intercept communications. These
signals also will frequently use low data rates and power to
make detection difficult. The method of signal interception
proposed here would best apply to signals employing FH

modulation primarily for jam resistant communications.
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V. EMISSION CLASSIFICATION ALGORITHM

While knowledge that a FH signal is present can be
important information by itself, exploitation usually requires
that some signal feature or features be calculated by the
receiver. In this dissertation, interception refers to both
the detection and correct classification of the emissions that
comprise a FH signal. In this chapter, a maximum likelihood
classification algorithm capable of making decisions based on
data with discrete, continuous, and degenerate probability
distribution functions is developed. This task is complicated
by the presence of other signals within the hopping span that
may have spread spectrum or conventional modulation. The
classification algorithm matches emissions with FH signals by
calculating data from emissions (azimuthal angle-of-arrival,
as an example) and finding the FH signal most likely to have
produced the emission.

Each signal feature describes some aspect of the FH
signal that sets it apart from other signals. When the signal
environment consists of a single FH signal, signal features
can be used by the receiver to identify FH emissions in the
presence of spurious emissions. In a more complex
environment, use of signal features allows the receiver to
identify emissions from a single FH signal in the presence of

fixed frequency or even other FH signals.



53

To ensure accurate classifications under a wide variety
of conditions, the receiver should be capable of producing
high-quality data dependent on many different signal features.
However, cost and computational constraints dictate that only
a limited number of data be calculated. As a compromise, the
classification algorithm should be flexible enough to exploit
all readily available information about a FH signal regardless
of the data quality or the form of its probability
distribution function. For example, if azimuthal angle-of-
arrival and modulation type are the data calculated by the
receiver, the classification algorithm makes decisions using
data with both continuous (angle-of-arrival) and discrete
(modulation type) distributions.

This dissertation considers how emission classifications
should be made based on data from dissimilar probability
functions using Baysian decision theory. Each datum used by
the classification algorithm consists of an estimate of a
signal characteristic such as the signal amplitude, and is
calculated from samples of a detected emission. Each datum
used by the classification algorithm is assumed to be a single
sample from a random process with a known probability
distribution function. Data calculated from different
emissions from the same FH signal should therefore be similar,
but not identical.

At each epoch, the receiver first calculates data for the
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classification algorithm from samples of each detected
emission. Next, the data are used by the classification
algorithm to match each detected emission with a known FH
signal by finding the signal with the features that most
likely produced the data. Classification errors occur when FH
signals have similar or nearly identical features. As the

number of features estimated by the receiver, N;, increases,

classification errors become less frequent.

Having defined the signal environment for all time in the
previous chapter, the epoch dependency of the periodogram and
the data will be suppressed for the discussion of the sorting
algorithms. This is done both to make an already cumbersome
notation more manageable, and because only a memoryless sorter
is considered--emission classifications are not dependent on
data from previous epochs. To continue to explicitly show the

epoch dependency is needlessly confusing.
A. Signal Environment and Terminology

The signal environment for the classification algorithm

is assumed to consist of N, FH signals in additive white

Gaussian noise. Because multiple FH signals exist, a method
of distinguishing between emissions and parameters from

different FH signals is needed. Let the superscript "i" used
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with the quantities defined by equations (2)-(6) identify

parameters and emissions from the i-th FH signal. For

example, B, denotes the hop bandwidth of the i-th FH signal.

Using this notation, the received signal at the prefilter

output, r(t), is given by

N’
r(t)=n(t)+y si(t) (36)
=

The observation time of the receiver is assumed to be
less than the smallest dwell time of all the FH signals, and
FH signals are assumed to hop only at receiver time epochs.
The requirement that signals hop only at receiver time epochs
allows a discussion of the classification algorithm without
addressing effects created when the emission is not present in
a bin for the entire epoch. The effects of time misalignment
can be minimized by postponing decisions for an epoch or
through the use of receiver structures like that shown in
Figure 7.

Using these assumptions, each spectral density estimate

should show N, narrowband signals in noise. The

classification algorithm presented here does not attempt to
determine the dwell index, k, associated with each emission or
estimate the hop sequence. Instead, the classification

problem determines how to estimate the signal index, i, for
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each detected enmission.

Let the receiver be capable of estimating N, signal

features, and x=[zg,x5,m,xwg’ be a vector of data calculated

from samples of a detected emission. Each element x, of the

data vector, X, is modeled as a sample from a random process
with known probability distribution function g(x“¢£), where ¢;

is the distribution parameter for the m-th data probability

distribution function from the i-th FH signal. The

distribution parameter vector, ¢i=[¢f,¢§,m,¢§g’, contains all

the parameters needed for the probability functions of the

data.

The elements of x are assumed to be indepéhdent random
samples from distributions which are parameterized by
different signal features. The probability of obtaining the

data vector, X, from samples of an emission from the i-th
signal is given by
Ne
P[x]|$ %] =] g(x,ldd) (37)
m=1

Two classification algorithms using Baysian decision
theory were created for this research. The classification

algorithms differ only in their cost functions. The first
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algorithm developed is the maximum likelihood emission
classification algorithm. In an attempt to correct
deficiencies in the maximum likelihood classification

algorithm, the epoch classification algorithm was developed.

B. Maximum Likelihood Emission Classification

The well-known maximum likelihood decision criterion [26]

is to choose the value of j for each emission that maximizes

Plx|¢7] . This algorithm is well-understood and frequently

used for hypothesis testing; however, the assumptions used in
its derivation are not generally known. The Baysian decision
theory on which it is based was discussed in chapter III, and
demonstrated with the derivation of a maximum likelihood
emission detection algorithm. The assumptions behind the
maximum likelihood algorithm are now reviewed.

The first step in deriving a maximum likelihood emission
classification algorithm is to assume all the prior
distributions are degenerate. This implies the signal
features for each observation are constant and known. The
loss function, a measure of the harm created by incorrect
decisions, is zero for correct decisions and one for incorrect
decisions. A final assumption is that the a priori

probabilities of all of the decisions are equal. Under these
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assumptions, the Bayes risk is equal to the probability of an
incorrect emission classification.

The maximum likelihood algorithm minimizes the
probability of making an incorrect emission classification
when all classification errors are considered to have equal
weight and all decisions are equally likely [26]. The
procedure for classifying FH emissions using the maximum
likelihood criterion is thus 1) from samples of each detected

emission, W(n,e€)>n, calculate the data vector, Xx, 2) use
equation (37) and the probability distribution function for

each datum to calculate P[x|$i], 3) assign the emission to the
j-th signal, where PI[x|$7] >P(x|p?] for all i=1,2,..,N,.

When the data have similar probability functions, the
classification process can be simplified by using sufficient

statistics [27]. As an example, assume the data have

independent Gaussian distributions with mean uﬁ and standard

deviation oZ. Equation (37) is given by

- ___}_Nt "‘m‘l-‘f-tu2 38
P[K|Qi]=(2n)_N’/2(Iffoé) le zu.El( al ) (38)
m=1

Simplification of the classification algorithm comes from

observing that a necessary and sufficient condition for

P[x|$7]1>P[X|$!] to occur is that 07<Q0?, where Q! is the
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sufficient statistic for data with independent Gaussian

distributions. The sufficient statistic has the form

. & X'—piz
Ql:E .______'"j’" (39)

Considerable reduction in the computational burden can be
achieved through the use of sufficient statistics. Repeated
evaluations of the exponential function were avoided in the
above example because the sufficient statistics can be
compared directly. Equation (39) together with the maximum
likelihocd algorithm has been proposed as a method of
classifying emissions from FH signals by Nicholson, et. al
[23]. While their article restricts itself to only data with
Gaussian distributions, this analysis is true for any
probability distribution function. If the data are not all
from the same family of distributions, equation (37) can not
be simplified and it is not possible to simplify the test
statistics.

The probability of a classification error from maximum
likelihood emission classification is tedious to evaluate when
many signals are present, especially when the data have
different distributions or there are many FH signals present.
Let i denote the current state of nature which, in the

classification problem, is the FH signal that produced a
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detected emission. The probability of classification error is
P =P [d(x) #1] (40)

This probability of error is bounded by

Ng
P<Y P[P[x|¢pi1<P[x]p7]1] (41)
7=

Jei

Equation (41) is an upperbound for the probability of
error because it does not account for the possibility that
more than one incorrect signal may be indicated by the
algorithm. If the principal source of error is the presence
of two FH signals with similar parameters, equation (41) will
provide a good approximation to the probability of error.

When three or more FH signals have similar features, the
approximation will not be as good.

To provide insight into the strengths and weaknesses of
the maximum likelihood emission classification algorithm, an
example of how the maximum likelihood algorithm can be used to
classify emissions using emission frequency is discussed. The
example includes the case of both known and unknown signal
features, and a discussion on the classification accuracy that

can be expected.
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C. Classification Using Emission Frequency

In this section, the algorithm created for classifying
emissions using emission frequency is described. When hopping
spans are known or can be estimated, the emission frequency
becomes a valuable source of information for the
classification problem. When the hopping spans do not
overlap, the emission frequency can, by itself, identify which
FH signal produced an emission. When the hopping spans
partially overlap, the emission frequency can still be used
for emission classification, but the probability of
classification error increases.

This derivation will be used both to show how to exploit
a fundamental characteristic of FH signals and to demonstrate
how signal features with non-Gaussian probability functions
can be used for emission classification. As will be seen, in
regions where hopping spans overlap, the classification
algorithm is equivalent to choosing the FH signal with the
smallest hop bandwidth as a match with a detected emission.
When hopping spans can be estimated or are known, this
knowledge can be used to aid in classifying emissions. To
illustrate this concept, both analytical and qualitative
arguments are used.

To conform with the requirements for Baysian analysis,

the frequency-based classification algorithm assumes that each
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hop frequency from the i-th FH signal is a random sample (from

the perspective of the receiver) taken from a process with

probability mass function g(f|¢i).

Since the hop frequencies

from a FH signal form a discrete pseudo-random sequence and

the total number of hop frequencies is usually large, the

assumption of a continuous distribution can be used to

simplify the calculations.

This assumption introduces errors

that are small when the bandwidth of the unhopped signal is

much smaller than the detector bandwidth.

1. Emission classification with known hopping spans

Consider, first, the trivial case of a signal space which

consists of N, FH signals with precisely known, non-

overlapping hopping spans. For
can be classified without error
frequency. When an emission is
FH signal with the hopping span

In this example, the data,

these conditions, emissions
using only the emission
observed, it is matched to the
that contains the emission.

X(n) , used by the

classification algorithm is a random variable indicating the

spectral occupancy of a portion

of the spectrum. The data are

a function of both time and frequency, but to avoid needless

complexity, the epoch dependency of the data will be

suppressed.

Define the indicator function {(°)

[27] to be
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equal to one when its argument is true and zero when it is
false. 1In terms of the indicator function and the periodogram

defined in equation (27), the data are expressed as

X(n)=C(wW(n)>n) (42)

If the epoch dependency of the data were explicitly

shown, the expression for the data would be

(43)  x(n,e) =L (W(n,e)>n)

Figure 9 shows a simulated periodogram and the data used
by the classification algorithm. The periodogram contains
three frequency bins with amplitudes greater than the
threshold, possibly indicating three signals with different
amplitudes. The data used by the classification algorithm as
input, x(n), are zero for all but the three frequency bins

where W(n)>n. In those bins, the data are equal to one.
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Figure 9. Periodogram and data for emission classification
using emission frequency taken from a single epoch

The classification algorithm considers only those
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frequency bins where x(n)=1, since unoccupied bins are of

little interest to the intercept receiver.

Let g(f,|¢?) be the probability that the hop frequency

from the i-th FH signal is in the n-th frequency bin during
the current epoch. The hop frequencies from each FH signal
are assumed to have a discrete uniform random distribution
because the spreading code is a pseudo-random sequence and the
length of the spreading code is very long compared to any
practical observation time. No periodicity can be detected by
a practical intercept receiver, so the assumption of a random
distribution is justified. The uniform assumption is
justified by noting that this distribution is optimum for
providing the greatest protection against interference or
interception by an unauthorized receiver. Non-uniform
distributions are possible, but are sub-optimal.

The probability of occupancy of the n-th bin in the
detector by the i-th FH signal is the same as the probability
that any hop frequency contained within the bandwidth of the
bin will be occupied by an emission. This probability is
given by the ratio of 1) the number of hop frequencies
contained in each bin of the receiver to 2) the total number

of hopping channels, or
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Bd/Bf 1 i
, - fisf st
g(fJ¢1)= N: 1 nSLlh (44)

0 Otherwise

The distribution parameters needed to describe the

distribution of hop frequencies is the set ¢i={ff,ff,Bf}.

The number of hopping channels, Nﬁ, is not a necessary

parameter because it can be calculated from the other

parameters using equation (6). When the number of channels is

large, Nszi/Bf, and equation (44) becomes

B picr<sd
g(£,|6%) ={ By (45)
0 Otherwise

Equation (45) is not a function of Bj or Nﬁ, so the

distribution parameters needed to describe the distribution of
hop frequencies has been reduced to ¢i={ff,fﬁ}. Equation (45)
can be interpreted as the probability of occupancy of a

portion of the spectrum centered around f=f, with bandwidth B,

by a continuous uniform random process. This interpretation

is reasonable, since when the number of hopping channels is
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large, the probability mass function of the hop frequencies is
closely approximated using a continuous uniform random
probability density function. This approximation will be used
in the derivation of the frequency-based emission
classification algorithm.

Let T be a random variable indicating which signal should
be matched with a detected emission. If the emission in the
n-th frequency bin is from the i-th FH signal, then I=i. If
the probability of false alarm is assumed to be small, a bin
is declared to be occupied only if an emission from a FH
signal is present. The signal match probability (the
probability that a detected emission is from the i-th FH
signal given the data and knowledge of the distribution
parameters) based on the frequency of a single emission is

then given by

1 if g(£,|¢?) =0
0 OTHERWISE

P[I=i|x(n) =1, %, $?,..,d"] ={ (46)

Since the hopping spans of the FH signals do not overlap,
the signal match probability is degenerate, and the emission
frequency is sufficient for emission classification. The
classification algorithm is equivalent to matching a detected
enission to the FH signal that has a non-zero hop frequency
distribution in the portion of the spectrum where the emission

is located.
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When the hopping spans of the signals overlap, the
emission frequency no longer uniquely determines the FH signal
of origin, but it does indicate which FH signal is more likely
to have produced an emission.

Consider the classification problem when FH signals have
overlapping but unequal hopping spans. For simplicity,
suppose the receiver must classify a detected emission as

being from one of two FH signals (N,=2) using only the
frequency of the emission (N,=1, a single feature

classification algorithm). The number of channels for both FH
signals is assumed to be large, so a uniform distribution
across the hopping span sufficiently describes the
distribution of the hop frequencies. The distribution

parameters for the classification algorithm are thus

¢i={ff,f§}, and the hop frequency distribution for each FH

signal is given by

g(L,0h) =— 2 — L (£ist<rd) (47)
fhl_fl.l
As an example, let the distribution parameters for the

two FH signals be ¢!'={40,60} and ¢?={55,65} on an arbitrary

frequency axis. Hop frequencies from the first FH signal
assume values ranging from 40 to 60, while hop frequencies

from the second FH signal assume values from 55 to 65.
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Figure 10. Hop frequency probability density functions for
the two-signal example

There are five regions of interest, as shown in
Figure 10. Regions I and V lie outside the hopping span of
either FH signal. No emissions should be detected in either
of these regions. An emission detected in region II is
matched with the first FH signal with probability of one. An
emission detected in region IV is likewise matched with the
second FH signal, also with probability one. Because the
hopping spans of the two FH signals overlap in region III, an
emission detected in this region is potentially from either FH
signal. However, the signal match probabilities for the two

FH signals are not equal in this region, indicating that one
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choice is preferred.

The probability of occupancy for any bin is g(f,|¢') for
the first signal and g(f,|¢?) for the second. By applying the

law of total probability and using equation (45), the total

probability of occupancy for a bin is

Ns
Plx(n)=11=Y g(f,|¢, I=1)P[I=1] (48)

=1
where P[I=i]1=1/N, is the a priori probability that a detected

emission is from the i-th FH signal. 1In region III, this

function is evaluated as

B B
Px(n)=1] =—t| 2d , Zd (49)
Ns( B; Bﬁ)

To calculate the probability that an emission from the
i-th FH signal is present in the n-th bin, first note that if
the hop frequencies from different FH signals are independent,
the probability of occupancy conditioned on the signal being

from the i-th FH signal is given by

Plx(n) =1|I=1,¢*,¢?,..,¢"*] =P [x(n) =1|T=1, ¢'] (50)
This implies that the sequence of hop frequencies from
one FH signal is not influenced by the presence of other FH

signals. Using this fact and Bayes rule, the signal match

probability is P[I=i|x(n)=1,¢!,¢?,.., Ns) , where
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Plx(n)=1|I=i,$!]1P[I=1]}*,..,¢ ] (51)

P[I=i|x(n)=1,¢,..,¢"] = P[x(n) =1]

Equation (51) can be interpreted as the probability that
an emission in the n-th bin is matched with the i-th signal
given knowledge of the hopping spans of each FH signal. The

expression P[I=i|¢?,..,¢""] represents the a priori probability
that an emission located in the n-th bin is from the i-th
signal, and is assumed to equal 1/N,. Using this assumption

and the law of total probability, equation (51) can be

rewritten as

L Plx(n)=1|I=1, ]
P[I=1i|x(n)=1,¢!,¢7?,..,¢"]= - 5 (52)

Y Plx(n)=1|I=m, ¢™1 P [I=m, $"]
m=1

Equation (52) can be used to determine which FH signal an
emission is most likely matched with. First, note that the

probability of the n-th bin being occupied by the i-th FH

signal, Plx(n)=1|I=i,¢?], is equal to g(f,|¢?). From equation

(45),
B , ,
= £isf <Fy
P[x(n)=1|1=1,¢?] ={ B, (53)
0 OTHERWISE

In region III of the above example, the signal match

probability is



71

plI=i|x(n)=1,¢*,¢%]
R
Bp  Bp
____ BiBj
B (B}+B})
The signal match probability is thus inversely

proportional to the hop bandwidth, B;, of the FH signal.

Since the maximum likelihood criterion means emissions are
classified as being from the FH signal with the largest signal
match probability, equation (54) shows that in regions where
hopping spans overlap, an emission is classified as being part
of the FH signal with the smallest hop bandwidth. The signal
match probability is only a function of the hop bandwidth (and
span) of the FH signals and not the channel spacing.

The signal match probability given by equation (51) is
valid in all regions of the spectrum, not just where the

hopping spans of FH signals overlap. For example, in region
II, P[I=2|x(n)=1,0*,¢?1=0 and P[I=1|x(n)=1,¢!,9%1=1. The
signal match probability is equal to 0 when i=2, and 1 when

i=1, so any emission detected in region II is classified as
being from the first FH signal.

Figure 11 shows the signal match probabilities for each

of the five regions obtained using equation (54), Bji=(60-40)
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Figure 11. Signal match probability as a function of the
emission frequency for the two-signal example

and B2=(65-55). The preceding analysis provides a theoretical

basis for quantifying the observation that an emission in
region III is more likely to be from the second FH signal.
Figure 11 shows that in region III, an emission is twice as
likely to be from the second FH signal. In addition, the
theoretical analysis agrees with the heuristic arguments in
all other regions.

A short summary of the results of this section is useful.

The maximum likelihood criterion dictates that a detected
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emission should be matched with the FH signal with the largest
signal match probability to minimize the probability of
classification error. When emission frequency is used as
data, this is equivalent to selecting the signal with the
smallest hop bandwidth. 1In region III of the above example,
signal 2 is selected as a match with detected emissions with a
probability of 0.67 that the choice is correct. The high
probability of error suggests that the emission frequency
should not be used as the sole source of information, but as
an additional source of information which has the potential to

improve overall classification accuracy.

2. Emission classification using order statistics

In the previous section, known hopping spans were used
to calculate the signal match probability which was found to
be dependent only on the hopping spans of the FH signals.
Because the hopping span of a FH signal is generally not known
in advance, the intercept receiver must be capable of
estimating the hopping span of each FH signal in order to
classify emissions using frequency. In this section, the use
of order statistics for estimating the hopping span of FH
signals is examined.

When the hopping spans are not known, the intercept

receiver estimates the signal match probability by calculating
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pP[r=i|$*,?,..,8", x(n)=1] , the probability that an emission in

the n-th bin is part of the i-th FH signal using the

distribution parameter estimates. The symbol "*" over a
distribution parameter is used to denote an estimated

quantity. Using Bayes rule and noting that
Plx(n)=1,4*,$?%,..,8"*|1=i] =P [x(n) =1, $*|T=1i] because data from

different FH signals are independent, the estimate of the

signal match probability is

(55)

., 4% = Rlx(n) =1,§7|1=1] P [T=4]

P[I=i|x(n)=1,$,4?,.
1]x &4 Plx(n) =1, *, §2, .., "]

As was the case with known hopping spans, P[I=i]=1/N, is

interpreted as the a priori probability that a detected
emission is part of the i-th FH signal. Since the hopping
spans are not known, every FH signal must be considered a
potential source of an emission.

The first term in the numerator of equation (55) can be
interpreted as the probability of having an emission from the

i-th FH signal present in the n-th bin and of having the
current distribution parameter estimate. Let $. be the
distribution parameter estimate conditioned on the assumption

that the emission is from the i-th FH signal. The first

numerator term can be rewritten as
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Plx(n)=1,$*|1=11 =P [x(n) =1|$] P [$*|d}] (56)
The denominator of equation (55) can be viewed as a
normalization factor by applying the law of total probability

and noting that
N,
P [X(n) =1I$1I$2I"'I$Na] =E P [X(n) =1, $mII=m] P [I=m] (57)
m=1

which is the same for all FH signals.

A more useful expression for the estimate of the signal
match probability is formed by substituting equations (56) and
(57) into equation (55) and canceling common terms. The

result of these operations is

P [I=i|X(n) =11$11 621 "-’61\7’] = NP [X(n) =1 I$é] P [$l|$é]

A - (58)
Y Plx(n) =1|$7 P[]
m=1

To evaluate equation (58), the distribution of the
distribution parameter estimates needs to be calculated. Let

the number of emissions from the i-th FH signal detected by

the receiver at the current epoch be denoted by Nl. The set

of emission frequencies that have been observed from the i-th

FH signal form a random sample of size Nﬁ of independent

random variables taken from a population with probability

distribution function g(f,|¢%) .
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The hopping spans are estimated using the smallest and
largest hop frequencies observed from the FH signal. The
smallest and largest hop frequency order statistics are simply
the smallest and largest hop frequencies observed from a FH
signal, or

ai=min{fs'+ciB.}

, Lo (59)
i=max{fy +cxB,}

where f,. and cf are the same quantities defined in equation

(2) with the added superscript "i" used to indicate different

FH signals. The order statistics a?! and b? are consistent
but biased estimators of ff and ff respectively.

The cumulative distribution functions of the order
statistics are easily calculated from the cumulative
distribution function for the hop frequencies. For the

smallest hop frequency order statistic, the probability that

any one hop frequency is greater than f=b? is 1-G(f|¢?). The

probability that all Nﬁ hop frequencies are greater than f=b1

is this probability raised to the Ni-th power since the hop

frequencies are assumed to be independently distributed. 1If
the cumulative density function of the smallest hop frequency

order statistic is represented by G,:(f), this argument
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results in the following expression:
. 1
1-G,:(f) =(1-G(f[¢1))N' (60)

Using a similar argument, the cumulative distribution
function for the largest hop frequency order statistic is

shown to be
Gy« (£) =(G(£]d) )™ (61)

For the specific example of hop frequencies with a
uniform random distribution, the cumulative distribution
function of the hop frequencies within the hopping span is

given by

£-fi

PYY ffsfsfj (62)
h~L]

G(£|dp?) =

Substituting this function into equations (60) and (61),

the distributions of the hop frequency order statistics are

found to be
1
£i-f |
GAi(f) =1- [#] (63)
h—1l]
1
£-ri |
Ggi(F) = (_fl_;l] (64)
n—1Ll1

The hop frequency order statistics are computationally
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efficient, because they can be recursively calculated and
require minimal processing or storage. The hop frequency
order statistics also converge rapidly due to the exponential
dependence on the number of observed emissions.

1

GBi(f)

Hop Frequency

Figure 12. Cumulative distribution function for the largest
hop frequency order statistic for 1,5,10,20, and
50 detected emissions

Figure 12 shows the cumulative distribution function for
the largest hop frequency order statistic for different

numbers of observed emissions. The hopping span has been
normalized to ¢!=(0,1). After only 10 emissions, the median

hop frequency order statistic encloses over 90 percent of the
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hopping span. This demonstrates the efficiency of order
statistics for interval estimation when the hop fregquencies

are uniformly distributed.

Let the conditional distribution parameter estimate, 2,

be the estimate of the distribution parameter conditioned on

the assumption that the emission detected at the frequency f,

is part of the i-th FH signal. When order statistics are used
as the distribution parameter estimates, the conditional

distribution parameter estimate is

$ ={ min(ai, £,) ,max(bi,£,) }

(65)
={ad,bl}

Having defined the a priori hop frequency distribution,
the distribution parameters used by the receiver, the
distribution of the distribution parameter estimates, and the
conditional distribution parameter estimates, equation (58)
can now be evaluated.

The conditional probability of occupancy of a frequency
bin by an emission from the i-th FH signal is given by

P[x(n) =1|$i] =%

1
c ~Qc¢

(66)

The second term in the numerator of equation (58) is the
probability of having the current distribution parameter

estimates given the conditional distribution parameter
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estimates. When order statistics are used as the distribution

parameters, this quantity is equal to
P[$i|i1= Plai=ai, Bi=bi|d]] (67)
Using the joint probability of the largest and smallest
order statistics, equation (67) is evaluated as

i
P88 =2 —g(a | 9 (b 416 (6(b 118D -6 (a 1[$D)'? (s8)

(Nel_z)

This rather formidable expression can be evaluated using
equations (62) and (45). The resulting equations simplifies

to

(Ni-2) 1| bi-ad) | bi-ad

: i 2 i i Ne-2
P [$¢|$1] =—e ( Za ](b 'a) (69)

Equation (69) is a function of the bandwidth computed
using both the current distribution parameter estimates and
the conditional distribution parameter estimates.

When the emission frequency lies within the estimated
hopping span of the FH signal, bi-ai=bi-al and the last
factor in equation (69) is unity. When the emission frequency
lies outside of the estimated hopping span of a FH signal,
bi—ai<bf-af and the probability of having the current

estimate of the distribution parameters is less. As greater

numbers of emissions from a FH signal are observed, equation
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(69) rapidly converges toward zero for any emission frequency
not contained within the estimate of the hopping span. The
farther outside of the estimated hopping span the emission
lies, the less likely it is to be from the signal. Also note
that an inverse relationship to the hop bandwidth is still
present, so FH signals with smaller hop bandwidths are still
preferred over FH signals with larger hop bandwidths.

Using equations (69) and (45), the numerator of equation

(58) is expressed as

, , iy 3 i i\Ni-2
P Lx(m) =1[$21 P [§+[$2) -— 2 ( = '](bia') o
(NS-2)'| bi-ag )| bg-ag

The denominator can also be evaluated using equation
(70), and an expression for the estimate of the signal match
probability follows. The maximum likelihood criterion can
then be applied to classify emissions.

To test the effectiveness of classification using
emission frequency as a signal feature, a two signal, two
parameter classifier was implemented and tested using computer
simulation. The first signal feature was assumed to have a
Gaussian distribution with known mean and variance. The
Gaussian processes associated with the two signals were
separated by 2 standard deviations. Using only these data and
the maximum likelihood criterion, the probability of

classification error is 0.159, which can be easily verified
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from a table of areas under the normal curve.
The second signal feature used by the classifier was the

hopping span of each FH signal. For this experiment, the two

FH signals had equal hop bandwidths, B;=B=B,, separated by

the hopping span offset, d'B,. The hopping span offset can be

any positive value. The hop frequencies from both signals
were uniformly distributed. The classification algorithm had
no a priori knowledge of the distribution parameters. The
experiment consisted of generating order statistics for each
FH signal using the inverse CDF method, generating data using
the signal features and their distributions, classifying each
simulated emission and then updating the distribution
parameter estimates based on the decision. The probability of
classification error was found by averaging the results of
many trials with the same hopping span offset.

When d=0, the hopping spans are completely superimposed
and the emission frequency does not add any useful
information. When d>1 the hopping spans do not overlap, and
the emission frequency is sufficient for error-free
classification if the hopping spans are precisely known.

When both hopping spans are precisely known, the
probability of classification error is linearly dependent on
the offset between the hopping spans. When the hopping spans

are superimposed, the probability of error is equivalent to
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N ‘ o Ne =15
RN Gaussian Clasgification Only [——

Known--Hopping--Spans- i

Probability of Classification Error

0 0.5 1 1.5 2
Hopping Span Offset

Figure 13. Experimental probability of sorting error using
two signal parameters

the probability of error using just the normally distributed
data, and decreases to zero linearly as the hopping span
offset increases to one or more.

This result can be predicted by theory. When the hopping
spans are known and hop bandwidths are equal, classification
errors occur only in the region of the spectrum where hopping
spans overlap. In this region, the signal match probabilities
calculated using frequency are equal because the hop
bandwidths of the FH signals are equal. The probability of
error in this region is thus determined by the normally
distributed signal feature. The overall probability of error

is equal to the probability of error based on the normally
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distributed data multiplied by the probability that an
emission is in the region of the spectrum where hopping spans
overlap. This leads to the following expression for the

probability of classification error

_{0.159 (1-d)  0=ds1 (71)

s¢71 0.0 d>1
When the hopping span estimates were

initialized using N_, samples from the respective
distributions, the results for N_=15,10,5, and 3 are shown as

the aseending lines in Figure 13. The probability of
classification error still displayed a linear dependence on
the hopping span offset, but the overall probability of error
was increased. The increase in the level of error was caused
by the uncertainty in the exact hopping spans of the two
signals. The increase in the error was less when more correct
data were used to initialize the hopping span estimates. This
experiment shows that the hopping spans can be used as a
signal feature, even when the spans are not known in advance.
This experiment also demonstrates the importance of correct
initialization of the distribution parameter estimates.

This experiment represents an extreme test of the
classification algorithm since even when the distribution
parameters are known, there can be up to a 0.159 probability

of error. If the mean and variance of the Gaussian



85
distributions were not known in advance, it is very unlikely
that the emissions could be classified with any degree of
accuracy. The level of error can be reduced by either
increasing the number of signal features, or by reducing the

variance of the normally distributed data.
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VI. EPOCH EMISSION CLASSIFICATION

In this chapter, a multiple emission classification
algorithm is developed, and its relationship to the single
emission classifier is discussed. An optimal two emission
classification algorithm is developed using heuristic
arguments and statistical theory, and its performance compared
to the single emission classification algorithm. This
algorithm is shown to significantly reduce the level of
classification error present in the single emission
classification algorithm. The two emission classification
algorithm is then generalized to show the procedure for

optimal classification of N, emissions. Finally, the

computational requirements of the classification algorithm are
discussed, along with methods of reducing the requirements

without degrading emission classification accuracy.

A. Two-Emission Classification Algorithm

While the single emission classification algorithm can be
shown to minimize the probability of classification error, it
uses no knowledge of other emissions present during an epoch.
When multiple FH signals are present, classification errors

are certain to occur when two or more emissions are matched
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with the same FH signal during an epoch. By checking for
multiple emissions assigned to a single FH signal,
classification errors can be detected, and corrective action
taken in many cases. Unfortunately, the single emission
classification algorithm does not give any indication on how
classification errors can be corrected. The multiple emission
classification algorithm is designed to provide correct
classifications in many instances when the single emission

classification algorithm fails.

B. Single Feature Emission Classification

Consider an intercept receiver that classifies emissions
using emission frequency, with the same hopping spans as shown
in Figure 11. The decision rule from the previous chapter,
obtained using the single emission classification algorithm,
is that emissions in region II are matched with the first FH
signal, and emissions in regions III and IV are matched with
the second FH signal. The probability of emission
classification error obtained using this method is 0.25 for
emissions from the first FH signal (the probability that the
hop frequency of the first FH signal lies within region III)
and 0.00 for emissions from the second FH signal (because the
maximum likelihood criterion classifies all emissions as being

from the second FH signal in regions III and IV).
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Common sense dictates that a lower level of emission
classification error can be obtained by using information from

all the emissions detected in an epoch together, rather than

g(xIdh) g(x1¢%) g(xl¢") g(x 4%

CASE T CASE I11

g(xléh) g (x 1) g(x i) g(xI¢?)

CASE TII CASE IV

Figure 14. Four possible combinations of regions where
emissions from the two FH signals can be located

by classifying based on knowledge of just a single emission.
When emissions from both FH signals are detected, there are
four possible combinations of regions where the two emissions

can be located, as shown in Figure 14. Data from different
signals are denoted using x! and x2.

When emissions are present in regions II and IV (Case I),

or II and III (Case II), no classification errors occur with
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the single emission classification algorithm. When emissions
are present in regions III and IV (Case III), or III and III
(Case 1IV), both emissions are classified as being from the
second FH signal. Error-free classification is still possible
in case III since the emission in region IV can only be from
the second FH signal. A known, but correctable,
classification error occurs since two emissions are matched
with the second FH signal by the classification algorithm.
only in case IV does an uncorrectable classification error
occur. In this instance, using all the information from an
epoch does not add any useful information. The single
emission classification algorithm pairs both emissions with
the second FH signal, and a known but uncorrectable
classification error occurs.

The probability of classification error can clearly be
reduced by using all data collected during an epoch. From the
above discussion, uncorrectable classification errors occur
only in case IV. Emissions from the first FH signal are
present in region III with probability 0.25, and emissions
from the second FH signal are present in this region with
probability 0.50. The probability that both emissions are in
region III is the product of these two numbers, or 0.125. The
probability of an emission classification error using the
heuristic algorithm developed above is thus 0.125, a reduction

by a factor of two.
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C. Epoch Emission Classification Algorithm

To provide a more rigorous analysis of the two emission

classification algorithm, let n, and n, be bins containing

emissions from the first and second FH signals respectively.
The epoch classification algorithm has only two possibilities
to choose from compared with four possibilities for the single

emission classification algorithm. Either I(n;)=1 and
I(n,)=2, or the converse is true. In a more general situation
invelving N, FH signals, there are N,! permutations of

emission/signal classifications from which to choose at each
epoch.

An optimum classification algorithm bases its decisions
on all data collected in a single epoch, instead of data from
just one emission. In the two-emission single-feature sorting
algorithm, the optimum classifier should therefore calculate

P[I(n,) =i|x(n))=1,x(n,)=1], the probability that the emission
in the n,-th bin is from the i-th FH signal given the

frequency of both detected emissions. In the particular
example being discussed, the receiver classifies the emission

in bin n, by determining the value of i that maximizes
P[I(n,) =i|x(n)=1,x(n,)=1]1. This expression is easily

evaluated using Bayes theorem, and can be written as
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PlI(n)=1|x(n,)=1,x(n,)=1]=

Plx(n)=1,x(my) =1|I(n,) =il P[I(m,)=1] ¢ 2

Plx(n)=1,x(n,)=1]

The denominator of equation (72) can be viewed as a
normalization term because it is not a function of i. The

second term in the numerator, P[I(n,)=il, is the a priori
probability that the emission in bin n, is from the i-th FH
signal, and is assumed to be equal to 1/N,. Maximizing
equation (72) is therefore equivalent to finding the value of
i that maximizes P[x(n,)=1,x(n,)=1|I(n,)=i]. Using the
independence of the FH signals, this can be rewritten as

P[x(n,)=1,x(n,) =1|I(n,)=1]= 75
P [x(nl) =1|I(n1) =1] P[x(nz) =1|I(nl) =1]

When the signal feature is a known hopping span, equation

(73) is equivalent to g(f;J¢1)g(f;J¢2) when i=1 and
g(ch¢2)g(f;J¢1) when i=2. In the two emission example, the

epoch emission classification algorithm is shown to simplify
to selecting the combination of signal/emission pairings that
maximizes the product of the signal match probabilities.
Table 1 shows the four combinations of regions where
emissions are present in the two-signal frequency-based

example, and the test statistics for both possible hypotheses.
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The test statistics are calculated using equation (47). Under
hypothesis 0, emissions are correctly classified. Under
hypothesis 1, both emissions are incorrectly classified. When
knowledge of both detected emissions is used for
classification, the correct choice is indicated (hypothesis 0

has the greater probability of occurring) in the first three

cases.

Table 1. Signal match probabilities wusing the epoch
classification algorithm and emission frequency
as a signal feature

Emission . .
Location Hypothesis 0 Hypothesis 1
FH Signal

1 2 g(f, oY) g(£, |$%) g(f, |oY) g(£, |6%)

[ II ITI 0.005 0.000

II Iv 0.005 0.000

III Iv 0.005 0.000

III III 0.005 0.005

When both emissions are contained in region III, the
epoch classification algorithm indicates that both hypotheses
are equally likely, and either can be selected with equal
probability of error. Suppose that in this instance, both
emissions are classified as being from the second FH signal,
which was the rule obtained from the single emission
classification algorithm. The probability of classification

error for the first FH signal is now the probability that both
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emissions are present in region III, or 0.125. The
probability of classification error for emissions from the
second FH signal is still zero. The overall probability of
classification error is the sum of these two numbers, or
0.125. The single emission sorting algorithm was previously
found to have a probability of classification error equal to
0.250. By using knowledge of both emissions, the epoch
classification algorithm has reduced the probability of
classification error by a factor of two.

An interesting example that serves to illustrate how the
epoch emission classification algorithm can improve
classification accuracy occurs when classification is

attempted using a single datum with a Gaussian distribution

with known mean and variance. Let X! be normally distributed

with mean p!<p? and standard deviation o,. Let X? also be

normally distributed with a different mean, p2?, but the same

standard deviation, o,. To classify the emissions, the

classification algorithm must choose between the following

hypotheses

Hy: I(n)=1, I(n,)=2
(74)
H:I(n))=2,I(n,)=1

Using equation (73), the hypothesis test is equivalent to

a test for distribution given by the product of the individual
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signal match probabilities, or

_aff xtny) -ut\? [ x(ny) -p2\?
e 2 0, o,

G Rl
e 2 Oy O, (75)

RPNV

This hypothesis test can be solved by using sufficient
statistics. By taking the natural log of both sides and
canceling common terms, the hypothesis test given by equation
(75) simplifies to

x(n,) x(n,) (76)

SO A v T

This interesting result shows that when the epoch
classification algorithm is used, the emission with the
smallest data calculated from it is classified as being from
the FH signal with the smallest mean. This decision rule is
considerably different from the decision rule obtained using
the maximum likelihood criterion and data from a single
emission. There are no fixed decision regions. Instead, the
observations are ordered, with the largest observation being
matched with the FH signal with the larger mean.

The probability of error of the epoch classification
algorithm is the average probability that an observation from
the second FH signal is less than the observation from the
first. Expressed in terms of the probability distribution

functions of the data, the probability of classification error
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is equal to the average probability that the datum from the
second FH signal is less that the datum from the first FH

signal, or

™ x? -i( xz_uz )2 __1( x1_"1)2
1 f 1 fe 2\ % | gx2le 2\ 9% | gxi (77)
210, 210,

The integral within the parenthesis in equation (77) is
recognized as the probability that x? is less than x!. This
probability is multiplied by the probability of obtain that

precise value of x!, and integrated over all possible values

to find the average likelihood that x%<x?.

Equation (77) is not readily evaluated, so numerical
techniques were employed to calculate the probability of
classification error. Figure 14 shows the log of the

probability of classification error based on the normalized

distance, d=(p?-p')/o,, between the two processes, and the
X

probability of classification error for both the single
emission classification algorithm and the epoch emission
classification algorithm. The epoch emission classification
algorithm has significantly lower levels of error when
compared with the single emission classification algorithm.
The difference in the probability of classification error is
least when the normalized distance is zero, and increases as

the normalized distance increases.
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Single Emission
Sorting

Two Emission
Sorting

Log(Probability of Error)

Distance. d

Figure 15. Log of the probability of error for the epoch
emission classification algorithm, and the single
emission classification algorithm

D. Two Emission, Multiple Feature Epoch Classification

The two-emission epoch classification algorithm outlined
above can be generalized to include the case of multiple
signal features calculated from each emission. At each epoch
in which two emissions are detected, the receiver classifies
emissions by solving the hypothesis test

HO
PLx(n,) |61 P [x(n,) |$2] } P Lx(n,) [&'] P [x(n,) [b?] (78)
Hl
when the distribution parameters are known. When the

distribution parameters are not known in advance, estimates of
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the signal match probability given by equation (58) are used
instead.

Returning to the two-signal, two-feature example used to
produce the results of Figure 13, the same system was used as
input to a two feature epoch classification algorithm.

Figure 16 shows the experimentally determined probability of
classification error obtained using the epoch classification
algorithm. The distribution parameter estimates were
initialized with 2, 5, 10, and 15 correctly-classified

emissions before the classification algorithm was used.

Gaussian Classification Only

0.06

Known Hopping Spans

0.04

0.02

Probability of Classification Error

0 0.5 1 1.5 2
Hopping Span COffset
Figure 16. Probability of classification error for the epoch
emission classification algorithm using normally
distributed data and emission frequency as data



98
Comparison of Figure 16 with Figure 13 shows that the
probability of classification error has been reduced by
approximately a factor of two overall.

When classifying emissions using only the normally
distributed data, the probability of classification error is
exactly one half of that obtained using single emission
classification. When the offset increases to the point where
the hopping spans are adjacent, the probability of
classification error is closely approximated by a quadratic.
The decrease in classification error was linear with the
single emission sorting algorithm, so not only is the
probability of classification error less, but it also
approaches zero faster with increasing hopping span offset.

Reduction in the level of classification error is due
both to the greater accuracy of the epoch classification
algorithm, and to the better signal feature estimates which
are created as a consequence of more accurate emission
classifications. The epoch classification algorithm is also
less dependent on correct initialization of the distribution
parameter estimates, since the probability of classification
error is less sensitive to the number of correctly classified
emissions used to initialize these estimates. The epoch
classification algorithm is thus more robust and less subject
to problems arising from incorrect classifications during the

first few emissions observed from a FH signal.
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E. Multi-Emission and Feature Epoch Classification

In this section, the epoch classification algorithm is
generalized to classify an arbitrary number of emissions. The

form of the optimal classification algorithm for N, FH signals

is examined. As will be shown, the test statistic for a
multi-emission, multi-feature epoch classification algorithm
can still be written in terms of the signal match probability
for a single emission, but it does not have the simple form of
the two emission classification algorithm.

To determine the form of the test statistic for a general
epoch classification algorithm, it is instructive to look at
the probability that an emission is from the i-th FH signal
using information from all detected emissions in an epoch.

This probability can be expressed as

P[I(n,)=1|x(ny),x(n,),..x(ny)]=

Plx(n,) , x(n,), .., x(ny)|I(n,)=i1P[I(ny)=1] (79)
P[x(n,)=1,x(n,) =1, .., x(ny) =1]

The denominator of the above expression is independent of
i, and serves as a normalization term. The function

P[I(n,)=1] represents the a priori probability that an

emission is from the i-th FH signal, and is also assumed to be

independent of i. Thus, equation (79) can be maximized by
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finding the value of i that maximizes the first term in the
numerator. Using the independence of the random processes

from different FH signals, this term can be rewritten as

Plx(n,) . x(n,) ,...x(ny) |I(n,)=1] = (80)
80
Plx(n,) |I(n,) =i1P[x(nm,) ,x(n;), .., X(ny ) |I(n,) =1]

The first term can be evaluated easily using the

relationship P[x(n,)|I(n,)=1i1=P[x(n,)|$?] and equation (37).

The second term represents the probability of obtaining the
remaining data given that none of the emissions are from the
i-th FH signal. When there are only two signals, the second
emission is classified by default. When there are more than
two emissions, the second numerator term is not as easy to
evaluate. Through repeated applications of the law of total

probability, this term can be rewritten as

P(x(n2),x(ny) .., x(ny) |I(n)=1i]=

w Plx(m,)|I(n,)=12]

i2=1 Ng-1

12e1
¥ Plx(n,) |T(n,)=i3] (81)
i3=1 Ns_z

i3#i2
i3s1

PLx(ny) |T(ny)=iy]

Equation (81) is a series of nested summations used to

evaluate the probability that the remaining emissions are from
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any but the i-th FH signal. Its function is to reduce
classification errors by considering the probability of the

remaining classifications. For example, if N_=3 and i=1,

equation (81) is equal to

Plx(n,),x(n,) |I(n,)=1]=

%P[x(nz) |Z(n,) =2]P[X(n,) |I(n3)=2]+ (82)

%P[x(nz) |T(n,) =31 Px(n,) |T(n,) =2]

If the emission in bin n, is from the first FH signal,

there are two possibilities for the remaining emissions.
Either I(n,)=2 and I(n,)=3, or I(n,)=3 and I(n;)=2. Since
there are only two possibilities, the a priori probability of
each is assumed to be one-half.

When N_=2, equation (79) is equal to

P[I(n,)=1|x(n,),x(n,)]=

Plx(n,) ,x(n,) |I(n,)=11P[I(n,)=1] (83)
Plx(n,)=1,x(n,) =1]

which is identical to the two-emission epoch classification
algorithm given by equation (72). Unfortunately, the number
of computations needed for each emission increases rapidly
with the number of FH signals. The computational requirements
of the classification algorithm are a concern, since emission

feature estimation and classification must take less time than
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an epoch to complete.

F. Multiple-Emission, Multiple-Feature Simulation

A simulation of the RF environment was created to test
the accuracy of the epoch emission classification algorithm in
a realistic signal environment. A simulation was used because
of the difficulty in obtaining an analytical solution in all
but the most elementary situations. In addition, the
simulation provided useful experience with factors not
included in the analytical model such as the presence of
fixed-frequency signals, collisions in frequency of two FH
signals, and signal feature initialization and estimation.

Up to 25 FH signals were present in the simulation,
although no more than 5 FH signals were allowed to have non-
zero amplitude functions at a time. The number of FH signals

active at any epoch, N,, was always less than or equal to

five. The number of FH signals active during an epoch was
estimated by the receiver, since it was provided with no a
priori information. The only constraints placed on the FH
signals by the simulation were (1) dwell times were longer
than a single epoch, (2) dwells were an integer number of
epochs long, and (3) the hopping bandwidth was entirely

contained within the frequency span analyzed by the intercept
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receiver. A signal magnitude versus frequency display of an
RF environment created by the simulation was previously shown
in the bottom of Figure 2.

An Ng=4 feature classification algorithm was implemented

for the simulation. The data used by the classification
algorithm were emission frequency, epoch-of-arrival, signal
magnitude, and azimuthal angle-of-arrival. The algorithm for
exploiting the emission frequency was presented previously.
The epoch-of-arrival was assumed to have a degenerate
distribution. The remaining data were assumed to have
Gaussian distributions with known variances but unknown means.
To reduce the computational requirements of the simulation, a
two-step method for emission classification was devised. The
single emission classification algorithm was used until an
error was detected. The epoch classification algorithm was
then used to resolve those errors.

The effect of the epoch classification algorithm was to
minimize the probability of a classification error or errors
occurring in an epoch. This contrasts with the single
emission classification algorithm, which minimizes the
probability of classification error for an emission using just
the data calculated from the emission. Figure 17 shows a
histogram of the number of transmissions with the same

percentage of correctly classified emissions. A transmission
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Figure 17. Histogram of classification accuracy obtained from
the simulation

refers to a portion of a FH signal where the amplitude
function is non-zero. The figure suggests that emission
classification can be quite accurate using just a few signal
feature estimates.

The results of the simulation also show that there are
several factors which influence classification accuracy aside
from the number of features used by the classification
algorithm. Anothér determining factor is the quality of the
distribution parameter estimates. When the distribution
parameters are not known in advance but are estimated from
past decisions, the quality of the estimates is determined by

the quality of the signal feature estimates and the accuracy
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of the classification algorithm--especially in the first few
dwells detected from a FH signal. High quality data increase
the percentage of correct classifications and the quality of
the distribution parameter estimates. Other factors
determining classification accuracy are the total number of
signals present, both FH and fixed frequency, and the amount
of "separation", in information space, between features of
different signals.

When the emission classification accuracy is above
approximately 90 percent, the classification algorithm is
successful. The vast majority of the transmissions shown in
Figure 17 are in this category. Classification errors
occurred only during collisions in frequency between emissions
from two or more FH signals, or between an emission from a FH
signal and a strong, fixed-frequency signal. In the event
that there were no collisions in frequency during a
transmission, classification accuracies of 100 percent were
achieved.

When the emission classification accuracy was between 70
and 90 percent, FH emissions were not being properly
classified in portions of the spectrum occupied by low-power
fixed-frequency signals. This occurred if the FH signal had a
very low amplitude, or if its features were close to the
features of a fixed-frequency signal. The classification

accuracy could be improved by either (1) improving the



106
accuracy of the data (thereby increasing the separation in
information space), or (2) by using additional signal features
for classification.

The two transmissions with emission classification
accuracies near 50 percent had nearly identical signal
features. The classification algorithm consequently
interchanged emissions from the two transmissions. To make
this scenario less probable, either the data quality should be
improved or the number of signal features used by the receiver
should be increased.

Finally, a lone transmission is shown with an emission
classification accuracy near zero. When this situation
occurred, the cause was inevitably attributable to either a
failure to initialize properly (which represents a short
period of time of the total transmission) or a failure of the
algorithm which was used to evaluate the classification
accuracy.

The epoch emission classification algorithm can never be
guaranteed not to fail, since a scenario can always be
envisioned where the data used for classification are not
sufficient. However, failures, when they occur, do not have
catastrophic consequences. Instead, they tend to gradually
degrade the accuracy of the classification algorithm. The
vast majority of the transmissions had small to moderate

levels of classification error. This simulation has shown the
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algorithm to be extremely robust and accurate.
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VII. CONCLUSIONS

Spread spectrum modulation was developed as a means of
providing secure, interference-resistant communications.
Several different methods of spread spectrum modulation are
currently used for military, commercial, and experimental
communications. Powerful new digital signal processors open
the possibility that the security and anti-interference
properties of frequency hopped spread spectrum modulation can
be diminished. 1In this dissertation, a new method of
defeating frequency-hopped spread spectrum modulation using
fast spectral analyses and emission classification was
proposed. Spectral analyses were used to detect emissions
from FH signals, while the classification algorithms were used
to identify emissions from the same FH signal.

Both analog and digital radiometric receivers were
examined. A digital receiver is more practical than an analog
intercept receiver because it does not require numerous analog
bandpass filters. Also, samples of the received signal used
to calculate the periodogram can be stored and used again to
calculate data for the classification algorithm. The epoch
length of the digital receiver is limited by the time required
to sample and analyze the data. Large FFT's are needed to
achieve fine spectral resolution, but require greater

processing power, and longer observation times than smaller
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FFT's. To avoid complications that arise because the
intercept receiver is not synchronized with the FH signal, the
observation time in an intercept receiver should be less than
the smallest expected dwell time. To meet this criterion, a
digital intercept receiver must either have a coarser
frequency resolution than an optimal receiver, or use parallel
processing to analyze delayed versions of the input.

The theoretical foundations of Baysian analysis and the
application of this theory to the emission classification
problem was described. A maximum likelihood emission
classification algorithm using data with arbitrary
distributions was outlined. Several examples were given to
illustrate how the algorithm performed in simple situations.
The effects of key factors affecting emission classification
accuracy such as the number of features used by the receiver
and data accuracy were discussed. An epoch-level emission
classification algorithm was presented. The epoch-level
emnission classification algorithm was found to perform
significantly better than the maximum likelihood algorithm,
but is significantly more complex--especially if the number of
data used for classification or the number of signals are
large.

In a computer simulation designed to determine the
classification accuracy in a realistic signal environment,

classification accuracies of up to 100 percent were observed.
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The classification accuracy was frequently over 90 percent--
even when 30 percent of the detector bins were occupied.
Baysian classification combined with radiometric detection was
found to be an effective means of defeating FH modulation.

Because implementation of a digital intercept receiver
requires the use of technology and techniques that are just
becoming practical, numerous research opportunities exist.
While the subjects cannot be considered separately, these
opportunities are in the areas of signal analysis and emission
classification.

In signal analysis, a rudimentary algorithm for detecting
sinusoids in white noise was presented. Although
mathematically tractable, this model is not likely to
accurately depict the spectrum that would be encountered by an
intercept receiver. The presence of wideband, low-power
signals such as direct sequence transmissions or television
broadcasts was not taken into account by this first analysis.
In addition, the hopping bandwidth that must be analyzed is
. extremely large, and there is a possibility that the noise
spectrum may not be flat. Separate processors operating on
the output of each frequency bin may be necessary for improved
signal detection. Research into the probability of detection
for modulated signals, the effects of bin spreading, finite-
resolution samples, and detection algorithms for sinusoids in

colored noise or time-variant low-power signals all need to be
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investigated.

In the area of signal classification, classification
techniques and data estimation both need further research.
This research could be extended by looking at different
choices for the cost function and a priori probabilities to
lower the probability of classification error. Also of
interest is determining what signal features are most useful
in classifying emissions, and how many features need to be
used for accurate sorting under the conditions most likely to
be encountered. Non-Baysian classification techniques could
also be attempted.

Although many questions remain to be addressed, this
research demonstrated the feasibility of defeating frequency-
hopped spread spectrum modulation using Baysian
classification, and has laid the groundwork for future

research activity.
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